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Abstract: Network routing security has received more attention recently. But there are no
gaood designguidelineson how to construct secure network routing domains. There are also
no proper evaluation methads to validate the many proposed secure routing frameworks. We
analyze network routing security issuesvia a new approach: trust relations among network
routers. Baseal on the presentel trust models for link state routing, we analyze network
routing survivability issues. Then we outline the research directions to build secure network
routing.

Keywor ds: trust, link state routing protocol

1 Intro duction

Present internetworking routing protocols are di erentiated on the basesof intra-domain routing and
inter-domain routing. The routers are functionally de ned by their rolesin intra-domain and inter-domain
routing. Network routing is consideredasa part of the network cortrol planethat manageshe transmission
of network data trac. The network routers exchange routing information via network routing protocols
to build the routing forwarding table. Sincethe network cortrol plane doesnot have obvious user-friendly
interactive interfacesthat can be exploited by un edged attackers, network routing-based attacks have not
received much attention the past few years. With recert developmen of attacking techniques, however,
network routing-based attack has becomemore common and the attack consequencean be more serious
than other traditional network attacks. We cite the following paragraphsfrom the CERT r documert [3]
to highlight the importance of security for the routing infrastructure:

\':::One of the most recent and disturbing trendswe have seen is an increasein intruder com-
promise and useof routers. ::: Reports indicate routers are being usel by intruders as platforms
for s@nning activity :::"

\R outers make attractive targets for intruders ::: routers are often less protected by security
policy and monitoring technolagy :::"

\::: attacks basal on direct attacks against the routing protocols that interconnect the networks
comprising the Internet. We believe this to be an imminent and real threat with a potentially
high impact.:::"

The above is an indication of the fact that bringing down a network infrastructure without causingany
physical damageto the network ertities is quite conceiable. Very few researters have beenfocusing on
trust analysis of internetwork routing. We bring up the researd issueson the trust relationship among
network routers. This researt proposesa design guideline from a new perspective to dewvelop a secure
network routing protocol and further to designa more robust securenetwork routing framework.

The paper is arranged as follows: Section 2 presernis the trust characteristics of network routing and
presers the fundamenrtal analysistools used by following sections. Section 3 presens our trust relation
analysisof alink state routing protocol and survivability analytical results. Finally, in Section4, we presen
the outline of our proposal for a securenetwork routing framework.

2 Trust characteristics in network routing

In this sectionwe discusstrust characteristics and the basic trust elemerns for network routing.
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2.1 Trust entities

Communication links and routers are two typesof network equipmert that are directly involved in network
routing communication. The nal network routing operational actions are originated from thesetwo types
of equipmerts. Most outsider attacks can be easily guardedagainst via cryptographic approachesand most
insider attacks require utilizing the operational platform of the network router to deploy insider attacks [6].
We assumethe communication links are well protected. And our focus is the trust relationships among
network routers. And our trust framework is usedto regulate the operational rolesamong network routers.
Thus, we de ne the network routers astrust ertities. R = fr;ji = 1;::;ng is the set of routers within a
routing domain and jRj = n.

2.2 Trust Relations among Network Routers

Network routing is consideredas part of the network control plane that managesthe transmission of
data trac. The network routers exchange routing information via network routing protocols to build
the routing forwarding table. Traditionally, the network administrator con gures routers, to de ne both
physical locations and logical roles. And there are only two trust relations amongrouters. They are either
trusted or untrusted. When trust is built amongrouters, the received routing information is fully accepted.
On the cortrary, \untrusted” meansthat the received routing information is rejected. To develop our trust
theory, we proposea new preseriation method to de ne trust relations among network routers:

Denition 1 We useAff :lg B to representthe trust relations between two trust entities A and B under
someconstraint f. It is read \ A trusts B under constraint f ".

The properties of trust relations are listed as follows:

1. The trust relation ff :lg is one-way, thus Aff :Ig B 6 Bff :lg A. And we use Aff : gB
to represen that the trust relation between A and B is mutually equal (can also be written as
Bff . gA).

2. The constraint f over two trust entities A and B is a set of conditions which include:

(@ , ,\: specify the information possessiomelation betweenA and B. If information possessed
by A and B full the condition info(A) info(B) or info(A) info(B), we denoteit asf; .4
or fy ..4. When info(A) and info(B) do not include eac other and info(A) \ info(B) 6 , we
presert the intersection betweenA and B asfyq ..

(b) , : specify the information delivery relation between A and B. If there exists multiple
communication channels between A and B, we denote it as f¢. .4; if there exists only one
communication channel betweenA and B, we denoteit asf;. 4.

(¢) , -: specify the information validation (integrity and authenticity) relations between A and
B. If information from B can be veri ed via other intermediate nodeswe denoteit asfy.. 4 ; if
information from B canbe veried from the information origin sourceB, we denoteit asfs.._ 4.

When the conditions do not ful | the above three types,we use instead. And we use to represen
a set of conditional options.

3. The trust is transferable under constraint f. Sud that, if Aff :!g B and Bff :lg C, then Aff :!
gC. Note that the transition occurs only when both trust conditions f are equal.

For example, the trust relation between an OSPF router A and its area border router B can be
specied asAff; . .4 :lg B. The trust relation is de ned basedon the facts: info(A) info(B), due to
o oding and routing information aggregationat B, B knows more information than A; there are multiple
communication channelsover which A canreceiwe the information from B ; the routing information received
from B is authenticated by a symmetric key sharedby all the routers within that area.

2.2.1 Trust validation

The validation of trust can be done via both non-cryptography basedand cryptography based methods.
First, via a non-cryptography basedmethod, chedksum, sequencenumber, and ageare usedto validate the
routing packet. The trust is securedby network environment, but not by network routing protocolsor any



Table 1: Security Mechanisms

[ Metho ds || Label ]| Description | Protection |
Packet PALY Packet level, hop by hop authentication Data
Authen tication Level PAET Packet level, end to end authentication Origin
(A) Information 1AL Information level, hop by hop authentication Authen ticit y
Level 1AE? Information level, end to end authentication
Con den tialit y Cp* Con den tialit y for the whole packet Information
(C) Ct Con den tialit y for the information within the packet || Availabilit y
Y: OSPFv2 RFC2328 and OSPFv3 tentativ e Internet. 2: OSPF extension RFC2154. draft.
$: Proposedby Huang et al [4]. { :Have not yet proposed.

cryptographic methods. For example, most routing protocols provide no options of authentication (we also
consider the simple password authentication in this category), but only provide integrity chedks. These
con gurations are ne when running the routing protocol in a very securenetwork ervironment, and move
the security managemenm overhead outside of network routing processes.

Another validation type is the cryptography basedmethod, such as authentication and con dentialit y,
which imbeds cryptography into network routing protocols. We note that, traditionally , con dentialit y is
usedonly to prevent passiwe attack, such assning. But together with authentication, the con dentialit y
can help to build a much stronger validation procedure. For example, if the trust is de ned as\allo wing
oneto seethe transmitted non-compromisedinformation”, the validation will include two steps: rst, to
authenticate the received routing information; and second,to decrypt the encrypted routing information.
Table 1 lists two cryptographic schemesthat are describedin the literature, including thosethat have found
a place in protocol standards. The two main cryptographic countermeasuresthat have been suggested
for routing protocols are authentication and con dentiality. In the network routing ervironment, peer
entit y authentication and data origin authentication are two typesof authentication services. Peerertity
authentication happensmostly in a neighborhood relation set-up procedureand data origin authentication
happens mostly in the routing information exchange procedure. Note that the data origin authentication
service provides veri cation that the identity of the original sourceof a received data unit is as claimed,;
there can be no sud veri cation if the data unit has beenaltered. Thus, by de nition, authentication
servicedepends on companion data integrity service. Con dentialit y ensuresthat no unauthorized device
can decipherthe routing information on its way to the destination and ensuresthat the correct receiving
ertities can understand the routing information.

The above two typesof cryptographic methods can provide protection at the Padet Level or Information
Level (we call thesetwo typesof data origin authentication asPA and IA respectively). By PA we meanthe
authentication is processedfor a routing update packet or an IP padket that contains the routing update
aspayload. IA provides protection for ead and every pieceof routing information carried within a routing
update packet. BesidesPA and IA, there are two more important conceptswe need to introduce into
our discussion;they are hop by hop (HBH) and end to end (ETE). HBH meansthat the generation and
veri cation of authentication codeis performedby every forwarding router. ETE meansthat the generation
of authentication code is performed only at the source;all the forwarding routers and termination routers
are part of the system, and they only perform veri cation. We analyze the combinations betweenPA, 1A
and HBH and ETE. For brevity, we identify eadh mecanism with a label; this is noted in Table 1. From a
trust point of view, the HBH needsto setup atrust chain along with the routing information propagation
path, and the ETE is the end-to-endtrust relation (every receiver belongsto the end system).

For example,in a link state routing protocol, piecesof routing information { link state advertisements
(LSAs) are encapsulatedin a link state update (LSU) packet. Most current implementations fall into the
category of PAy . In link state routing, o oding is used for distributing LSAS; due to key sharing, PAy
can not prevert any intermediate subverted router from modifying forwarded LSAs or originating forged
LSAs. ETE is more desirable to provide stronger protection for LSAs. But, another dicult y of link
state routing is that multiple LSAs are encapsulatedwithin a single LSU padket and the content of eat
LSU that originated from a di erent router may be di er ent. This prevents PAg from being implemented
ecien tly. Hence,l Ag and | Ay are required to provide information level protection. OSPF with digital
signatures[9] is an example of | Ag, while the double authentication scheme[4] is an exampleof | Ay .

For con dentialit y too, we di eren tiate between packet level and information level, which is shown in
Table 1. OSPF running over IPsec[2] is an example of providing Cp, which provides con dentialit y for
IP payload. Providing con dentialit y for eadh LSA individually is represerted by C,, which has not been
proposedin literature.



2.2.2 Insider vs. Outsider

We classify network routers into two groups: insiders and outsiders. The legitimate devicesthat lie inside
the link state routing security perimeter are called insiders. The devicesthat lie outside the link state
routing security perimeter are called outsiders. The security perimeter de nes a router/link's authorized?!
role in network routing, which includestwo parts: identity and functionality. For example, a valid router
(or an insider) is authorized to perform routing functions, suc as exchanging routing information, and
assaiates with a unique router ID.

3 Trust Analysis of Link State Routing Proto col

3.1 Link state routing model

The open shortest path rst protocol (OSPF) [7] is the most popular link state routing protocol. Based
on it, we formulate a simple link state routing model to identify the security issueswe will addressin this
paper.

The link state routing model is composed of physical ertities (routers and communication links) and
logical ertities (link state routing protocol running in the routers). Within a link state routing domain,
ead router originates the link state information for the link that hasthe direct connectionwith the router
(the link state information is directional) and o ods? the link state information to all its neighbors. The
neighbors will forward the link state information (unmodi ed) to their neighbors except the information
incoming link. This o oding procedurewill guarartee that ead router hasthe samelink state database.
Thus ead router hasthe sameview of the network. The granularity of routing information in alink state
routing protocol is at the level of the link state of a router's interface. This information is called the link
state advertisement (LSA). During o oding, multiple LSAs can be encapsulatedwithin a single link state
updates (LSU) routing packet.

The security issuesrelated to the link state routing model can be broadly classi ed as security for
network device,operational security and communication security. The security for network deviceconcerns
the physical accessto the routers and communication links. The operational security includes the access
cortrol to the operating system of a router, privilege mode of a router, etc. The communication security
is related to the transmission, reception, and processingof routing data (LSAs and LSUs). Note that all
data security related issueswe discussedin this paper are basedon ROUTING DATA (not userdata) and
we focus on the communication security aspect of the link-state routing protocol.

3.2 Dominating Factor

After an attacker hacks into the systemand occupiesa network device (e.g., a router), he can utilize the
network routing platform and controlled systemresourceto deploy attacks. The network failure causedby
this type of insider attack is called a Byzantine failure. An attacker can utilize the network cortrol plane,
i.e. routing, to deploy more e cien t attacks to causewide areanetwork turbulence or to intercept critical
data trac. Moreover, it is hard to locate Byzantine failures as comparedto physical network failures,
becausethe attackers behave like normal routers and the attackers always try to hide their locations and
make the network su er longer.
Basedon attack consequencesye classify the Byzantine failure into two types:

Type-I| Information failure: the attacks aretargeted at deriving network resourceallocation information.

Type-ll Operation failure: the attacks are targeted at compromising or misleading network operations.

When an attacker hads into a network router, we call the router a subverted router. As a result, we
assumean attacker takesover the router and usurpsall the knowledgethe subverted router has. To analyze
Type-| failure, we useP to represert the overall information of a link state routing domain, S, represerts
the information known by a router r;. Thus, we have equation:

- JSHJ

ri P 1
= 1

1our de nition of \authorized" is based on overall routing operational functionalities. For example, a router/link is
authorized as part of a routing domain to exchange routing information and possessesa valid identier. In this sense,we
always say an outsider is unauthorized and an insider is authorized.

2Flo oding provides reliable data transmission, in which a router forwards the routing packets to every interface except the
one it receivesthe routing packets.



where, L., represerts the proportional information router r; has, wherethere are n routers within the link
state routing domain,i = 1;::;nandP = (S, [ :::[ Sr,). Wecall L;, asthe dominating factor of router
ri. We de ne the information survivability as , which represerts the proportion of safeinformation, i.e.

geod
= Ly @

where r; is a good router. If we considerthat ead router has equal probability to becomea subverted
router, obviously, L, = :::= L., isthe condition to minimize the variance Vi () of k subverted routers,
wherek < n. The condition L,, = ::: = L,, species that the survivability is router independer. In a
real network, somerouters may get more security preferencethan others, such as minimum network cut
routers, edgerouters, etc. In this paper, to make the analysis easier,we assumeall routers have the same
security preference.

The analysis based on Type-Il failure is similar to the analysis of Type-l failure. We assumethe
consequenceof failure is the incidence of the overall network, i.e. the proportional number of routers
that recognizethe network systemresource. This is basedon the assumptionthat a subverted router can
compromiseor mislead other routers basedon known network systemresources.Thus, for Type-Il failure,
we still can usethe survivability de ned in the analysis of Type-I failure.

3.3 The Trust Mo del of Link State Routing

In link state network routing, the edgeof the network is delimited by the areaborder and AS (autonomous
system) boundary. Within an AS, there are multiple areas,and the multiple areasare connectedvia area
0 (backbone area) to ead other and outside of the AS. We classify routers into three groups: the routers
within an area (intra-area router r,); area border router (inter-area router rp); and AS boundary router
ra, which can be either an intra-area or an inter-area router.

Prop osition 1 We havediscussé the current link state routing hierarchy structure (delimited by ASs and
areas). We also have presentel the cryptographic protection summarized in Table 1. We assumethere are
multiple communication channelsbetween any communication pair (the subvertel router cannot partition
the network) and the strongestauthentication scheme(l Ag) is employal. In our trust presentations,r,
and r, are in the samearea. The trust relations among routers within a link state routing domain are
shown as the following:

raffs . .—g:lg rp and rpff; . ._4:lg ra 3)
raffe | —g: ora (4)

roffe o =gt gro or roff o o 0 ogrg’ (5)
reffe . =gt Ora (6)

raffs 20 =g - grg (7)

raffs . —g:lg r3 or raff g9 reo (8)
raffe . ._g:lg ra or rgofffAS e g9 Ta 9)

Proof: The following proofs are basedon the propagation range of a particular LSA that are generated
by a router and the notations de ned in Section2.2 and Section3.2. Our link state routing analysismodel
is basedon the standard of OSPFv2 [7]. In OSPFv2, 5 typesof LSAs are de ned. Among them, router
LSA, network LSA and summary LSA (type 3 and type 4) are o oded within a particular area and AS-
external LSA is o oded over the entire AS. Area border router r, hasan aggregationfunction to propagate
information from outside of an areato the inside. AS border router r, has an aggregation function to
propagate information from outside of an AS to inside.

First, we discussthe secondand the third elemeris of condition f .

We assumethere are multiple communication channelsbetweenany communication pair (the subverted
router can not partition the network) and the strongest authentication scheme (I Ag) is employed. These
assumptions guarantee that the o oded routing information will be received by ewvery router within its
area and the routing protocol is protected by strong authentication scheme. Then, we can infer that
forging routing information from any intermediate forwarding router is impossible. Thus, in Equation 3 to
Equation 8, all routers in the position B of trust presenation (Aff;..4!g B) o od the routing information



to their areasor AS. A can receiwe the routing information from at least one communication channel and
the routing information is authenticated via strong authentication schemel Ag. Therefore, we conclude
the trust condition from Equation 3 to Equation 8 is f¢, .- 4. The exceptionis the trust presenation of
Equation 9. The AS boundary router r, can be an intra-area router (rQ) or inter-area router (r29. If r
and r, are located within the samearea, r, 0 ods routing information can be reaced by rg. Thus, we
usefs. ._4 to represer the trust relation from r2 to r,. If rQ®and r, are located within dierent areas,
routing information o oded by r, would not reach r directly. Thus, we usef;..  to represen the trust
relation from r2°to r,.

The following discussionis focusedon the rst elemer of condition f .

Proof of Equation (3): r, and r, locate within the samearea. ry, will aggregaterouting information
from outside of an areato inside of an area. Thus, info(r,) info(ry) and S, S, .

Proof of Equation (4): r, and rQ locate within the samearea. Link state routing protocol o ods LSA
within an areaor an AS. Thus, info(r,)= info(r2), S;, Sro and the samein the reversedirection.

Proof of Equation (5): dueto o oding, whenry, and rQ belongto samearea(both area0 and intra-area),
info(rp)="info(r?), Sr, Sro and the samein the reversedirection. When ry, and rQonly belongto the
samearea0, info(ry)\ info(rgj=info(area 0), info(rp)6 info(rp), Sr,\ S = far 2200

Proof of Equation (6): the routing information possessedby router r, and rp are di erent. They both
aggregaterouting information and propagateto di erent areas. Casel: if rp and r are located within the
sameintra-areaandr 5 is not the areaborder router, thusS; \ Sy, = fin a\ aread[ fas \mf 00. Case2: if ry
andra arelocatedwithin the sameintra-area aswell asinter-area (area0), thusS,, S, . Case3: if r,and
ra are located within di erent intra-area and r 4 is not an areaborder router, thus S;,\ Sy, = fas \inf 00
Case4: if rp and ra are located within dierent intra-area and also within area 0, thus S, \ S;, =
faré}a og[ fas \inf 00. In summary, 1= ff iy a\ aread[ fas \inf oggjsbjf AS \inf o0Jff ar é:a 09[ fas \inf 099
in the preseried four cases,where\j" is \or" operator. Similarly, we can prove that the reverse trust
relation betweenr, and ra is the same.

Proof of Equation (7): Casel: if ra and rQ are located within the sameintra-area, S, \ S =

fintr a\ aread[ fas \inf 00. Case2: if rp and r‘j\ are located within dierent intra-area and at least one
of them does not belongto area O, S;, \ Srg = fas \inf 00. Case3: if rp and rR are located within

dierent intra-area and both of them belongto areaO, S;, \ Srg = far(\ea od[ fas \mf 00. In summary,

2= ff iny a\ aread[ fas \inf 099ifas \inf ogjff art\ea gl fas \inf 099
Proof of Equation (8): Casel: if r, and r$ belongto the sameintra-area, S;, Sro. Case2: if ra
and rQbelongto dierent intra-area, S;, \ Sroo = fas . 0.
Proof of Equation (9): the proof is the sameasthe proof of Equation 8.
[

3.4 Upp er Bound and Lower Bound Analysis of Link State Routing Surviv-
abilit y
In this section, we analyze the survivability of link state routing based on the dominating factor (L)
preseried in Section 3.2 and Proposition 1 preseried in Section 3.3.
A link state routing domain contains n routers (n 2), and thereare k + 1 areaswithin the link state

routing domain (k intra-areas and one area0 { badkbone), thusn = ik:1 n;. Our upper bound and lower
bound analysisis given basedon the following assumptions:

1. We discussthe circumstance that only one subverted router exists within the link state routing
domain and ead router can be subverted with equal probabilit y.

2. Trust is built betweenany possiblepair of originator (or forwarder) and receiver.

3. At least one intra-area (non-area 0) is constructed. Area O is constructed by all intra-area border
routers. An intra-area contains at least two routers and any intra-area contains at most % routers,
thus1 k 3%, wherek is the number of intra-areas within the link state routing domain (do not

include area0) and n is the total number of routers within the link state routing domain.

Basedon assumption 1, if we assumeead intra-area router r, can be subverted with equal probability,
then we require ny = ::: = nk to minmax the dominating factor L., of all routers (ri, i = 1;2;:::;n).



We note that a router sendsrouting information within an area or AS. Due to o oding, the routing
information can be received by all the routers within that areaor AS. We infer that the trust is implicitly
built betweenany possiblepair of originator (or forwarder) and receiver (speci ed in assumption2). Hence,
we use the number of paths for every pair of routers (restricted by one path per pair) to represen the
number of one-to-onetrust relations among routers. This assumption is valid, since we de ne the trust
is one-to-onerelation; if there exists at least one connectedpath betweentwo routers, there will be ONE
trust relation betweenthese two routers. For example, if there are n; routers within an area and they
create a connectedgraph with n; nodes, there will be “2‘ trust relations within that area. We useitalic
path to represetnt a trust relation in the rest of this paper.

To simplify our trust analysis,from assumption 3, an areahas minimal 2 routers (1 path) and maximal
5 routers ( g = % paths).

If onesubverted router r,, ry, or ra (correspondsto intra-area router, area-border router, or AS-border
router respectively) exists within a link state routing domain, the upper and lower bound of survivability
analysisis presened in the following subsections.

3.4.1 Subverted router r,

If ry is compromised, from Equation 4, we know all the information within r,'s areais compromised.
From Equation 3, we know r, knows the destinations of the inter-area networks and AS boundary routers
and corresponding explicit routes to the area border routers. The knowledge of explicit routes is limited
within its area. The Equation 8 shows that the information sharedfrom r to r, is the aggregatedroutes
information to outsider of AS viara. If ra is anintra-area router or areaborder router located within the
sameareaasr,, the sharedinformation will be the explicit routes within the area;if ro andr, arelocated
within dierent areas,the sharedinformation will be the paths to the r, on which area border routers
r,. In a summary, the explicit routes information known by r, is bounded by its area border. If r, is an
intra-area router of areai and S, represFms the total number of trust relations (paths®) in areai that is

known by router r,, we conclude S, = (all paths). Bounded by the area border, we presen all the
areal ‘
paths within a link state routing domain asP = (all paths) [ fall paths in areaOg. Thus we have
1
the upper bound of dominating factor L, : e
[
o ] (all paths)j
L, = JJS';]J = ar[iai (defined by Equation (1))
j  (all paths)j
i=0
] (all paths)j
< areai
[k
j  (all paths)j
i=1
1 n . .
< K 1 k E) (using assumption 1) (20)

To analysisthe lower bound of dominating factor of router r,, we assumethere are k intra-areas and

there are k area border routers to minimize the number of paths in area0, i.e. '; . Due to assumption 1,

there are § routers in ead intra-area. Thus, the number of paths in ead intra-area is k2 . Therefore, the

3Based on assumption 2, each pairwise trust relation is represented by a path and the path is limited by one path per pair
nodes.



lower bound of L, is showvn as follows:

[
o ] (all paths)j n
- JSraJ - area i - 5
e iPj [k k& + &
j  (all paths)j
i=0
N
k+ hrie
8 n
7t on (when k—E) (11)

3.4.2 Subverted router ry

When ry, is compromised, from Equation 3, we know all the information within ry's intra-area is com-

promised. From Equation 5, we know all the information within badkbone (area 0) is compromised.

Thus, if ry is a subverted area border router for s areas (exclude area 0), wheres  k, we conclude
S

S, = (all pathsin areai).

i=1
To analyze the upper bound, we considerthe extreme casethat every router is an area border router.
Thus area 0 will have '; paths. We have the upper bound of dominating factor L,,:

S
o j  (all pathsin areai)j
L= St _ =0 _
" P [ . N
j  (all pathsin areai)j

+S
+k

N3N S
N=[3|N=]>

(2 n) S+

n2 2n+ %
n* n3+ 2sn?
n4
1 (s = k)

k= -;s k) (12

n
2"

To analyze the lower bound, we consider the extreme casethat ead area cortains only 1 inter-area
router, and all other routers are intra-area routers. The areaborder routers construct the badkbone (area
0) with k areaborder routers ( '; paths). A router r, can be an areaborder router for maximally s areas,
wheres k. Therefore, we have the lower bound of dominating factor L, :

S
o i (all pathsin areai)j
L - JSbe - i=0
" iPj [ , N
j (all pathsin areai)j

i=0

+s
+ k

|
N XN X
NG ENISE]

k4 k3 snk+ sn?
k4 k3 nk2+ n2k
k* k3+n? nk

k4 Kk3+ kn2 Kk2n (s=1)
n* 2n%+ 8n? n
T 659 (13)

3.4.3 Subverted router rp

When a rp is compromised, from Equation 6, 7 and Equation 9, we know the maximum number of
trusted one-to-onerelations that will be compromisedby a subverted r o isfar\eaig[ far (\ea o0l fas \inf 00
and the minimum number of trusted one-to-onerelations that will be compromisedby a subverted r 5 is
far\eaig[ fas \inf 00-
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Figure 1: Trust relations of link state routing

To analyze the upper bound, we considerthe extreme casethat every router is an area border router,
which belongsto area0. Every r is an areaborder router. The upper bound analysisis the sameas the
upper bound analysis of rp. Thus we have the upper bound of dominating factor L., :

n* n3+ 2sn?

L, o

A

(k= Zis K 14)

Similarly, the lower bound analysisof a subverted router r 5 is alsothe sameasthe lower bound analysis
of a subverted router r,. Therefore, we have the lower bound of dominating factor L., :

n* 2n3+ 8n?

Lea n4 + 2n3

(s=1, k= 3%) (15)

4 Conclusion

Basedon trust analysis of Section 3, we draw the trust relations in Fig. 1. The gure is drawn basedon
the following facts:

1. The upper boundsof dominating factor of both r, andrp canbe 1 (shown in Equation (12) and Equa-
tion (14)). ra will processaggregationfunctions at AS-border. Thus, we considerinfo(r »)>info(rp).

2. From the comparisonof the lower bounds of Equations 11, 13, and 15, the dominating factor of r, is
two orders lessthan the dominating factors of r, and r5. From the comparisonof the upper bounds
of Equations 10, 12, and 14, the dominating factor of r, is one order lessthan the dominating factor
ofrpandra.

The survivability analysis of current link state routing is preseried in Section 3, the minimal scale of
trust relation is a link state routing area. Within an area, a router will shareall of its information with
other routers. This is the trust property of current link state routing. Without changingthe minimal scale
of trust relation or current link state routing, we cannot achieve better survivability due to our study in
Section 3. As shown in Fig. 1, in current link state routing model the trust is setto the edgeof network.
Sincethe fundamertal function amongnetwork routers is cooperation and coordination, we cannot design
an \extremely secure" network where routers share no information with others. In this case,the upper
bound of survivability is in the order of O(%). Although the network is secure,it is unusable. Sincethe
communication property of a padket switch network is store and forwarding, a trust pair communication
involves a sequenceof padket store and forwarding. The sequenceof store and forwarding operations will
build up a trust path, which is a real padket forwarding path. Thus, we can de ne the minimal scale of
trust relation is a trust path.

Our assumptionis to achieve better information survivability without changingcurrent link state routing
administrativ edomains. In the meantime, we require minimal changesin the procedureof link state routing
protocols. Using con dentialit y (the use of C, of Table 1, in which use di erent encryption/decryption
keysto hide subsetof network resourceinformation) provides a natural way for us to divide the routing
domain into multiple small sizetrust domains (TDs). Each TD represeits a subsetof network resource(a
path, seweral paths or a tree). In this way, aslong asthe info(TD) info(an area), we can achieve better
survivability related to the equations preseried in Section 3. The philosophy behind this is that a router
needsto know only the necessaryroutes going through it.



4.1 Our Prop osal and Future Work

We give our proposal and corresponding future work as follows:

We proposeto provide limited routing information to arouter. We only provide the necessaryouting
information to a router. Therefore, we refer to the cryptographic method C, presened in Table 1.
C, provides con dentialit y for the routers that have built trust within their trust routing domain. A
trust domain is a subset of network resourceallocation. Thus, multiple trust routing domains can
be di erentiated by providing di erent levels of con dentialit y. In this way, we can reducethe upper
bound preserted by Equation 10, Equation 12 and Equation 14. The technical detail on providing
con dentialit y for link state routing refersto [5]. The Securelink state routing framework is proposed
in [6].

Trust is built among routers, and it is set up by the shared keys among routers or key certi cates

provided by somekey certi cate serners. The trust validation is processedthrough cryptographic
operations, sud as authentication and encryption/decryption. Thus, key managemen plays an
indispensablerole in determining the trust relations among routers. A exible and scalable group
keying stheme is needed. Due to frequert routing information excange, the use of a shared key
schemeis desiredin order to minimize computational overhead. The group keying schemeis exible

to support group/subgroup communication to reduceoverheadcausedby subgroupformation process.
It is desiredthat a router be able to generatethe corresponding subgroup key basedon the trust

token (router ID, domain ID, etc.). There are many candidates for key managemen schemes;two
good surveys can be found in [10] and [8].

To carry the additional information suc asthe hidden resourceinformation in the link-state adver-
tisement, extensionsto routing protocol messagesieedto be deployed. We exploit this capability of
the OSPF Opaque LSA extention [1].
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