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Abstract— Nodes using standardized, contention-based CSMA
protocols are susceptible to the misbehavior of other nodes and
also have little flexibility in controlling quality of service. The
misbehavior problem is addressed in this paper by proposing the
use of continuous-time protocols instead of slotted-time protocols.
The flexibility problem is addressed by introducing the concept
of “MAC friendliness” where nodes can adjust arrival and
backoff rates while maintaining a fixed share of the channel. The
continuous-time system is modeled using an iterative method and
matrix exponential distributions. The model itself is very useful
because it is accurate over all ranges of loads and models both
queueing within nodes and contention for the channel.
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I. INTRODUCTION

Contention-based CSMA approaches have been imple-
mented in various protocols and are being considered for many
new protocols for 4G wireless systems, ad hoc networks, etc.
Cooperation among nodes has either been enforced by creating
a standard approach that all nodes are expected to use or by
having a base station control how nodes access a channel.

This creates two potential problems for priority users,
especially during emergencies. First of all, emergency users
might not to obtain acceptable quality of service (QoS) if there
are too many nodes vying for a channel. Secondly, if all nodes
do not follow the rules of the protocol, the QoS of all users,
even emergency users, could be zero [3].

This paper does not yet to solve the problem of priority
access, but first addresses fairness and seeks to understand
how a misbehaving node can hurt system performance. In
[3], it was shown that when a misbehaving node tries to
gain full channel utilization, it can cause the throughput of
all other nodes to go to zero. If there are two misbehaving
nodes, the throughput of everyone goes to zero, including
the rogue nodes. This is the case for slotted time systems,
like IEEE 802.11. We propose, therefore, that continuous-
time protocols be used instead. Even though the current IEEE
802.11 protocol uses slotted time, continuous-time protocols
could be considered for ad hoc, sensor, or even future versions
of 802.11 networks. In such cases, backoff times and channel
sensing occur at any time, not just at time slot boundaries.
In this case, we show that N misbehaving nodes share the
channel throughput, so that if one node misbehaves, the others
should also misbehave in response.

A continuous-time model also provides a new way of
looking at fairness. Analagous to the idea of TCP-friendliness
where nodes are expected to provide the same impact to a
network even if they behave differently, we introduce “MAC

friendliness” to CSMA protocols where nodes can behave in
different ways but still have the same impact on the channel.
They can balance their requirements for loss and delay by
changing backoff rates and arrival rates, but their impact on
the channel remains the same.

We have formulated a continuous-time CSMA model that
uses an iterative method and matrix exponential distributions
to model both queueing inside a node and channel contention.
The backoff process is modeled as an exponential random
variable with multiple backoff stages. The accuracy of the
model is confirmed compared with simulation results. An
important attribute of this model is the ability to study CSMA
performance at all loads, in contrast to the majority of recent
CSMA modeling which has only modeled high loads [1].

Relevant related work includes the following. In [2],
continuous-time CSMA was studied, using assumptions of
Poisson scheduling and exponential packet length distribu-
tions. An iterative procedure was used to solve for the schedul-
ing rates in a Markov model, while considering multihop
routing and the dependence between nodes. That work, how-
ever, assumes exponential services times, while we use matrix
exponential distributions to model the complete backoff and
queueing process. The work in [5] extends the work in [2]



added to the model later using Matrix Exponential methods [6]
that can approximate many distributions.

2) The backoff rate is exponentially distributed with rate b;
at the first stage, b; /2 at the next stage, and so on, where ¢
is the node id. Any random variable could be used in a MAC
layer for random backoff, and it is advantageous to use the
exponential random variable to facilitate analysis.

3) The packet service rate for Node 7 is exponential with
rate s;. In the simulation we set all s; equal to each other.

4) When one node is sending a packet, it is not affected by
another node when that other node finishes its backoff process
and intends to send a packet. In this case, the second node
starts a new backoff stage or drops its packet. The probability
that the channel is busy when one node finishes the current
backoff stage and tries to access the channel is defined as the
collision probability. Different backoff stages have different
collision probabilities which are denoted as d; 4 for each node.
Here i is the node id, g = 1--- G is the backoff stage.

5) All the nodes are in the transmission range of the others.

6) Transmission interference is negligible. And delays from
using RTS/CTS frames are negligible.

7) We will discuss the finite queue and infinite queue cases
separately. The queue length at the ™ node is Q;.

First we introduce the matriz exponential (ME) dis-
tribution. The matrix B is the service rate matrix of a
matriz exponential distribution which is a family of dis-
tributions having rational Laplace-Stieltjes transform [6]. The
density function is f(t) = pBe*Bts and the corresponding
distribution function is F(t) = 1 — pe~Ple.

Fig. 1 illustrates the Markov chain for one node using the
CSMA process modeled here. Queue fill increases horizontally
to the right, and backoff stages increase downward. We use
matrix exponential methods to characterize the general service
process at each queue fill (each column in Fig. 1), which
makes the model M/ME/1. The operation of the model is
illustrated, for example, by considering state “2,b,1”. In this
state, 2 packets are in the system, the node is in backoff mode,
and it is in the first stage of backoff. The node transfers to the
sending state “2,s” if it finishes the backoff and the channel is
idle. The service matrix B; for a G stage exponential backoff
process of the i node is:
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A new packet backs off first. If a node finishes its backoff
process and the channel is busy, the node moves to another
backoff stage or drops the packet.

A. Queueing Analytical Model And Solution

We describe the queueing analytical model using an iterative
solution method.

Fig. 1. Markov chain with queueing of the multi-stage back off process

1) The Matrix Exponential M/ME/1 solution for the steady
state probability at queue fill  for Node i is
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2) Define s, the probability Node i is in a sending state, as

that node’s channel utilization:
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which is the probability of being in a sending steady state for
the i™ node. Assume all s; are equal. Based on the definition
of the collision probability in assumption 4 of section I, the
average collision probability is:
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For a backoff process with only a single stage, we have:
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For a multi-stage backoff process, the collision probability for
stage g takes into account the likelihood of colliding with the
same packet as before, and is approximately:
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3) Use step 2 to define §; g for every node. So the collision
probability for every node can be evaluated.

4) The &4 for each node is dependent on the ;s of
other nodes. This makes this approach an iterative method.
These equations can be solved exactly for a few nodes or
with numerical methods for more nodes. By reconstructing
the B; matrix using the collision probability evaluated from
the above steps, the queue fill distribution is evaluated using
the following equations.
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Fig. 2. Result comparison of the analysis model and simulation

Fig. 3. The stage analytical model of the multi-stage back off Process
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Fig. 2 shows the channel utilization and loss ratio evaluated by
the theoretical model and simulation for the case of six nodes
with a 3-stage exponential backoff process. Simulation was
performed using a custom built model in CSIM. The arrival
rates of the other 5 nodes, \j—s...¢, are around 20 packets/sec,
the backoff rates bi—;1...5,1 = 400 tries/sec, the sending rates
si=1...¢ = 200 packets/sec.

One benefit of this model is that the analytical results match
with the simulation result for all ranges of traffic loads. This is
in contrast to the throughput model in [1] which only addresses
constant backlog conditions (i.e., high loads).

B. Stage Analysis Model

Consider the stage analysis model in Fig. 3. This is a
collapsed version of Fig. 1, used to compute average service
rates, depending on the number of backoff stages. First define
the mean service time and p as
1 _ Ai
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From this Markov Chain, we derive the following two results
A (1~ Tlg-s big)
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These results are applicable for all cases: e.g., finite or infinite
queues with multi-stage or single stage backoff processes. We
will use this result in later sections.

.(13)
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1. ANALYSIS OF THE THROUGHPUT AND
QUALITY OF SERVICE

In this section, we start to analyze the effects of the arrival
rate \; and backoff rate b; from the perspective of Node i’s
channel utilization and quality of service. Compared with the
saturation model in [1], we use this model that works over
all traffic loads to understand the performance effects due to
variation of the arrival rate.

From formula (5), the channel utilization probability 7 ; ¢
of Node 1 for a single stage backoff process with p; < 1 is:

A

s = —-(1—611). (14)
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Note that 7 s has no dependence on the backoff rate b;.

Combining formulas (4), (6) and (7), the collision probability

for each node in this case is
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From formulas (14) and (15), there are two findings: 1) if
A1/, this causes 715  then §; 1 " and mjs Y\, for the
other nodes, 2) as mjs \,, then the numerator of 61, \,
also because of w15 7, the denominator of ;1 \,. From
our analytical model and simulation result, 6, ; increases with
increasing A\, and ;s approaches a constant value with
increasing A;.

Now, finding 1) implies Node 1’s behavior affects the
channel utilization of all of the other nodes. It follows from
finding 2) that there exists a balance relationship between
A1 and 7qs; Node 1 cannot increase its channel utilization
by raising up its arrival rate without any limitation. We will
explain the reason for this phenomenon in more detail in a
later section. These two findings also apply to the multi-stage
backoff process with p; < 1.

From [6], the mean residual vector for a packet in service
at Node 7, p;, , and the mean remaining time for a packet in
service, T, , are
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and the average delay, T}, in the system for an infinite queue
is

Ti: Ti,srv + ﬁ

For a finite queue, first use the five step iterative method to
calculate the queue fill pdf, then Tj is:

T . (17)
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the expression for jitter in the service process, j; is:

Gi = \/ZpB,-_Qs — (pB,-_lz-:)Q.

Customers only care about the delay for packets that are
successfully transmitted. Because dropped packets need to go

(19)



through all the stages, it’s easy to find Tjqr0p as the average
delay time for an Erlang G process where the rate at each
stage is N%,g =1---G. For example, Tigrop = [bi] for the
single stage case. Considering 7; has two parts, 1) delay of
the dropped packets, Tjqrop , and 2) delay of the successful
transmission, 7i succ , We have:

Ti - Ti,drop ngl 5i|g
1- H;-;:l 5|vg

Define the successful transmission ratio of Node i, as «;, and
loss ratio, L;:

(20)
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From all of the above formulas, channel utilization probability,
delay, jitter and loss are functions of arrival rate A; and backoff
rate ;. It is important to notice that the two parameters each
node controls, the arrival rate A; and backoff rate b;, not only
affect the channel utilization and quality of service for Node
1, but also change these metrics for the other nodes.

IV. MISBEHAVING NODES

In this section, we analyze the effect of misbehaving nodes
on the wireless network. A misbehaving node is one that seeks
only to maximize its own performance, and might violate any
rules of cooperation with other nodes. We consider the effect
of nodes increasing their arrival rates or backoff rates.

A. The Misbehavior Strategy of Variation of Arrival Rate

Assume: 1) a cheating node maximizes its arrival rate to
increase its channel utilization, 2) each node has an infinite
queue and a single stage backoff process. Define k = 2. From
formulas (14) and (15) taking partial derivatives with respect
to \j and removing negligible values, we have:

Li =1— k. (21)
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which produces the following result: for large A; which
approaches 7 (p; approaching 1), —~== = 0,i=1---N. The
same result remains for three other scenarios: 1) multi-stage
backoff process with infinite queue; 2) single stage backoff
process with finite queue; 3) multi-stage backoff process
with finite queue. We conclude that the channel utilization
approaches a constant value for all nodes with increasing A;
and the result is shown in Fig. 4. At every value of by, the
curve flattens with larger A;.

We explain this using two scenarios: an infinite queue and
a finite queue. In the infinite queue, define p; = = =1 —e.
As )\ approaches 1, ¢ approaches zero, but must be strictly
greater than zero for the system to be stable. This creates
a heavy traffic case and we observe that the steady state
probabilities at each stage approach a constant value, from
which it follows that the channel utilization probability 7
also approaches a constant value. Using formulas (4), (5), (6)
and (7), the collision probabilities of all the nodes at each
backoff stage also asymptotically approach constant values,

respectively, from which follows the fact that ultimately the
service matrices, B;, approach constant values.

For a finite queue, when p; < 1, mjs increases with the
increasing of \; from formula (12). After p; > 1, mis ap-
proaches a constant value from formula (13). The asymptotical
reason for an infinite queue also applies here.

Based on the above analysis, we present;

Proposition 1. If a cheater, Node 7, adjusts its arrival rate
to maximize its channel utilization, it will affect the collision
probability of all the other nodes; furthermore, this affects
its own performance metrics. Also the cheater can only have
limited effect because the channel utilization probability ;s
is asymptotic with increasing .

Define wi = (Aimin - - Aimax ), t0 be the feasible strategy
set of player 7 to adjust its arrival rate to maximize the channel
utilization for Node 4, constrained by QoS requirements. Also
define w_; to be the strategy set of all of the other nodes.
From Proposition 1, 7js is an increasing function of \; and
approaches a constant value. From formulas (12), (4), (5) and
(6) and (7), the collision probability of Node j (j # ¢) is an
increasing function of A, which causes the channel utilization
probability ;s to be a decreasing function of A;. It’s natural
for the other nodes to increase their arrival rates, as a feedback
to and to compensate for the cheater. The other node, say 7,
either increases A; in the range of wj until 7js approaches
a constant value, or sets \j = Ajmax If mjs is still not
asymptotical. Once all of the nodes maximize their channel
utilization combined with QoS constraints, no one needs to
change its arrival rate any more. Clearly this is an equilibrium
for all nodes. The cheater does not take away the throughput
of all of the other nodes.

TABLE |
QOS METRICS WITH RESPECT TO INCREASING A\;

Channel Loss Delay Jitter
Utilization
Cheater
p1 <1 increasing increasing increasing increasing
p1>1 increasing, increasing increasing, increasing,
asymptotic asymptotic asymptotic
The Other Nodes
p1 <1 decreasing increasing increasing increasing
p1>1 decreasing, increasing, increasing, increasing,
asymptotic asymptotic asymptotic asymptotic

Assume Node 1 is the cheater. The relationships of A, the
cheater’s arrival rate into queue, with channel utilization and
other QoS metrics of the cheater and other nodes are shown in
Table 1 and illustrated in Fig.4. Note that, of course, increasing
A1 moves the operation from p; < 1to p; > 1.

B. The Misbehavior Strategy of Variation of Back Off Rate

Changing the backoff rate b; also affects the performance
metrics when the arrival rate stays constant. Assume Node 1
is the cheater. It is interesting to note that for the case of only
a single backoff stage with p; < 1, changes to b; have no
effect on the collision probability. In this case, increasing b,



moves the scenario from p; > 1 to p; < 1 since packets are
served faster.

TABLE I
COLLISION PROBABILITY WITH RESPECT TO INCREASING by IN A
MULTI-STAGE BACK OFF PROCESS

01,1 01,9 0j#1.q

g#1 q=1---G
p1 <1 decreasing increasing increasing
p1 > 1 || decreasing, increasing, increasing
asymptotic asymptotic asymptotic

For the multi-stage backoff process, when the cheater
increases its backoff rate, the chance to use the channel
increases, which means §; ;1 decreases correspondingly. But if
the first stage meets collision, then the collision probabilities
at later stages increase with increasing b, because a returning
node is more likely to collide with the same packet it collided
with before. Now we analyze the relationship of channel

TABLE I
QOS METRICS WITH RESPECT TO INCREASING by

Channel Loss Delay Jitter
Utilization
Cheater
p1 <1 increasing decreasing decreasing decreasing
p1 > 1 || decreasing, increasing decreasing, decreasing,
asymptotic asymptotic asymptotic asymptotic
The Other Nodes
p1 <1 decreasing increasing increasing increasing
p1>1 increasing, decreasing, increasing, increasing,
asymptotic asymptotic asymptotic asymptotic

utilization by Node 1, 71 s, with backoff rate b,. For the multi-
stage backoff process model, use formula (12) and (13) where
the values for ¢; 1 and &g are defined in formulas (4), (5),
(6) and (7), for example, for a single backoff process, there
exists:
N
Si

Ai
(1— s )1 =T ) = 3(1 - nz_l Tns)-  (23)

Perform differentiation with respect to b, on both sides; we
find the relationship of b, to s and mj 1 s in Table IlI.
Notice when p; > 1, w1 s decreases with the increasing of
by and the loss ratio L; increases. It follows 7j ;s increases.
Notice how the cheater’s QoS delay and jitter metrics improve.

C. The Misbehavior Strategy of Variation of Combination of
Arrival Rate and Back Off Rate

From the above analysis, a cheater can adjust its arrival rate
and backoff rate to achieve its maximum channel utilization.
However, the channel is shared by all of the nodes and
the maximum channel utilization probability of a cheater is
asymptotical. Let’s describe a typical scenario in the following
steps: 1) suppose Node 1, the cheater, keeps on increasing its
arrival rate until p; > 1. 2) then it will increase b, to cooperate
with increasing A, up until s; dominates p; and limits A;. 3)
Node 1’s action will cause another node’s (e.g., Node 2’s)
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Channel utilization of the cheater (Node 1) and the other node vs.

corresponding action to guarantee mjs. Here we show the
results for two competing nodes. In this scenario, there are
3 nodes in system. The capacity of the channel is to send
200 packets per second. The range of arrival rate for the two
cheaters, Node 1 and Node 2, is from 20 to 200 packets per
second; the range of the backoff rate is from 50 to 800 backoffs
per second. A3 = 20 and b3 = 400 will be the constant value
for the regular node, Node 3. Fig. 4 shows the changing of
m1s With respect to \; and b; and shows the changing of
o With respect to A; and b;. With the first cheating steps,
Node 1 increases 71 s , but makes 7r; +; s decrease. After that,
Node 2 takes the corresponding actions to increase o s, but
has the same effect on the other nodes, like the cheater, Node
1. This is shown in Fig. 5. It’s easy to extend the same steps
to all nodes until they reach the point that all nodes have
maximum arrival rate (within QoS constraints) and infinity
backoff rate. Notice the effect of changes of \; and b; to mig
and ;s is asymptotical which is consistent with the analysis
of the last two subsections. Our research also shows the total
channel utilization also increases with respect to increasing
A1, b1, A2, ba. Once each node approaches its asymptotic
value, no node takes more action since it will not gain any
benefit. This equilibrium point is where misbehaving nodes
share the channel capacity. Note this benefit for the continuous
model compared to a discrete model. In the discrete model,
the channel utilization decreases to zero if there are at least
two cheaters [3].
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V. MAC LAYER FRIENDLINESS

In the previous section, we discussed the effect of a mishe-
having node on other nodes. Now we present “MAC friendli-
ness”. Based on the previous analysis, if Node 7 increases its
Ai and b;, this changes its channel utilization ratio s, and
affects the other nodes. From the opposite side, to be “MAC
friendly”, a node 1) keeps the same ;s ; 2) adjusts A; and
bi correspondingly to adjust its delay, service jitter, and loss,
and 3) will not affect the other nodes.

Assume 1) all nodes are “MAC friendly”, which means they
agree on their respective w5 and all nodes comply; 2) s;
is a constant value. Since a single stage backoff process is
not realistic, we only analyze the multi-stage backoff case. If
pi < 1, use formulas (12) where the values for d; ; and dig
are defined in formulas (4), (6) and (7), ;s is a function of
Ai, bi and mrjs . If Node i increases b; to decrease 7; and ji,
it must adjust \; to keep s constant. This can be visualized
as the dark line on Fig. 4. To reduce A;, a node may adjust
source traffic or just randomly drop packets. It could also use
some form of active queue management.

If pi >= 1, mis is not a function of A\; but only b
and dig,g = 1---G. From the analysis in Section IV.A,
di,g Is asymptotic with A; when p; > 1. So b; should be
a constant value to be “MAC friendly” from formula (12),
which means Node 4 cannot change b; to adjust its delay and
jitter. Therefore, QoS cannot be adjusted when p; >= 1 and
still be MAC friendly.

VI. CONCLUSION

This paper provides a new analytical model for continuous-
time CSMA medium access control that applies for all ranges
of network loads, in contrast to the majority of recent CSMA
modeling which assumes continuously backlogged queues
(i.e., high loads). It is based on an iterative solution methodol-
ogy where stage-dependent collision probabilities of different
nodes are related to each other through each others’ channel
utilizations. Backoff processes are modeled as exponential
random variables with several backoff stages. From this model,
dependencies were found with respect to arrival rates and
backoff rates for channel utilization, loss, delay, and jitter.

These results were used for two purposes, to examine the
impact of misbehavior and to devise the new concept of MAC
friendliness. Regarding misbehavior, Node 1 can increase its
channel utilization by increasing A; and/or increasing b1,
but only up to a point. Above p; > 1, channel utilization
approaches asymptotic limits and there is no incentive for
further increases by the node. As a matter of fact, to increase
A1 with further exacerbate the problem of increasing A 1, which
is a corresponding increase in loss ratio.

As for MAC friendliness, this work provides the ability for
a node’s impact on the channel to simply be characterized
through its sending probability 75, not through backoff
behavior. This provides flexibility in certain loading conditions
(pi < 1) for a node to balance its own QoS requirements as
long as it maintains the same s .

This work now provides a basis by which further work
can be conducted to devise strategies for counteracting misbe-
havior, increasing overall system utilization in MAC friendly
ways (by determining values of 75 to be used by each
node), incorporating continuous-time MAC protocols in future
wireless networks, and prioritizing access to channels for
important uses, most particularly emergency applications.
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