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Existing pairwise key establishment schemes for large-scale sensor networks are vulnerable to
various passive or active attacks. We classify attacks as: selective node capture attacks, node
fabrication attacks, and insider attacks. In order to improve the security robustness of random
key predistribution and pairwise key establishment schemes against these attacks, we propose
a 5-phase pairwise key predistribution and pairwise key establishment approach by using area
partitioning and multi-group key predistribution. Our security performance studies show that our
proposed approach is resilient to selective node capture and node fabrication attacks, and restricts
the consequence of any insider attack to a minimal level.

Categories and Subject Descriptors: C.2.0 COMPUTER-COMMUNICATION NETWORKS
|: General—Security and protection; C.2.4 [COMPUTER-COMMUNICATION NETWORKS
|: Distributed Systems — Distributed applications

General Terms: Security

Additional Key Words and Phrases: Sensor, Selective Node Capture, Node Fabrication, Insider
attack

1. INTRODUCTION

Large-scale distributed sensor networks are composed of a large number of low-
power sensor devices, for example, SmartDust[Kahn et al. 1999] and WINS [Pottie
and Kaiser 2000]. Typically, these networks are installed to collect sensed data
from sensors deployed in a large area, as shown in Figure 1. Sensor networks often
have one or more centralized controllers called base stations or sinks. A base sta-
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Fig. 1. Sensor network architecture.

tion, usually many orders of magnitude more powerful than a sensor, is typically a
gateway to other networks or data centers via high bandwidth communication links
(either leased lines or broadband wireless links). They can be used as a nexus to
disseminate control information into the network or extract data from it. Sensors
are constrained to lower-power and lower-bandwidth usage; thus, most deployed
sensors may not be able to communicate with the base station directly requiring
sensed data to be aggregated at some forwarding nodes. As a result, communi-
cation types should be either one-to-many to disseminate control commands from
the base station to each sensor, or many-to-one to collect sensed data from each
sensor to the base station. For example, as shown in Figure 1, double-head lines
form up/down stream wireless links which connect all aggregation nodes. Aggre-
gation nodes can be dynamically selected, for example, using an election protocol
(e.g., LEACH [Ganesan et al. 2001], TEEN [Manjeshwar and Agrawal 2001], and
PEGASIS [Lindsey and Raghavendra 2002]) where each aggregation node collects
sensor readings from surrounding nodes and forwards a single message contain-
ing aggregated information. In this way, a multi-hop wireless network is formed
to allow sensors to communicate to the nearest base station. Thus, in large-scale
distributed sensor networks, a critical security service is to provide direct secure
communication channels or links among sensors.

As specified in [Akyildiz et al. 2002], the number of sensor nodes deployed for
studying a phenomenon may be on the order of hundreds of thousands. Depending
on the application, the number may reach an extreme value of millions. Due to
inherent storage constraints, it is infeasible for a sensor device to store a unique
shared key for every other sensor in the system. A naive solution is to use a common
key between every pair of sensors which can overcome storage constraints, but
offers weak security. In this case, if just a single node is compromised, the entire
system is compromised. Recently, Random Key Predistribution (RKP) schemes
were proposed [Eschenauer and Gligor 2002; Chan et al. 2003; Liu and Ning 2003a;
Liu et al. 2005; Du et al. 2003; Du et al. 2005] for large-scale distributed sensor
networks. These schemes randomly select a subset of keys from a large key pool
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for each sensor. Since the RKP schemes preinstall a limited number of keys in each
sensor, after being deployed, a sensor is not guaranteed to share a key with each of
its neighbors. Thus, a sensor can establish pairwise keys via those neighbors with
which it already shares preinstalled keying materials. For RKP, a Pairwise Key
Establishment (PKE) protocol is needed to set up shared keys with neighbors.

1.1 Issues of Existing RKP Schemes

For current RKP schemes, analyses of the security strength are done on the basis of
the number of communication links that can be compromised due to compromised
sensors in the network; furthermore, compromised nodes are randomly captured in
existing security analysis models. To mitigate the random node capture attack, Du
et al. [Du et al. 2004], Liu and Ning [Liu and Ning 2003b; 2005] proposed using
deployment information (sensor location information) to improve the resilience to
the node capture attack. However, in practice, the open or hostile deployment
environment of sensor networks makes it easier for attackers to locate and selectively
capture sensors. Moreover, due to the lack of node authentication, attackers can
easily fabricate nodes by using the secrets which are preinstalled in the captured
nodes.

It may be noted that PKE protocols are vulnerable to insider attacks, in which
the attacker can fabricate captured sensors, implant malicious codes, and deploy
the fabricated sensors back into the sensor networks. These fabricated sensors can
malfunction the PKE protocol by sniffing the encrypted key message, dropping,
forging, and redirecting the key message, etc.

1.2 Overview of Proposed Approach

In this paper, we propose a comprehensive solution for the RKP-PKE scheme to pre-
vent and mitigate various types of attacks. We present our scheme in five phases. In
our scheme, a sensor deployment area is first partitioned into multiple small square
areas (zones) and then, sensors deployed in each zone form a group. This design
can restrict the consequence of attacks (such as insider attacks) within a small
range. We utilize the unconditionally secure and A-collusion resistant properties of
the group keying scheme proposed in [Blundo et al. 1998] to construct key spaces
and restrict the number of deployed secrets of a key space to no more than A. In
this way, we can effectively prevent attackers from sniffing traffic and fabricating
new sensors via captured keys. To improve resilience to insider attacks, we propose
a source routing based multi-path PKE protocol. This multi-path PKE protocol
utilizes (n, k) Reed-Solomon error correcting codes to set up pairwise keys and it
is resilient to ¢ = (n — k)/2 paths are faulty.

1.3 Main Contributions

Our main contributions are in two directions:

(1) We propose a A-restricted area partitioning and multi-group key predistribution
scheme to scale the network size due to the key storage constraints of sensors.
Compared to previous work, our scheme can completely prevent selective node
capture attacks. In addition, attackers cannot fabricate new sensors to set
up pairwise keys with uncompromised sensors in our scheme. Our scheme also
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restricts the node replication attack within the partitioned zone where the node
is captured. Thus, it is more difficult for attackers to duplicate captured sensors
and to distribute them in other zones in order to compromise the entire sensor
network.

(2) We use the multiple node-disjoint-path pairwise key establishment protocol
and fault-tolerance coding scheme (Reed-Solomon codes) to improve resilience
to insider attacks, such as stop forwarding and cheating. With our scheme, a
sensor would be able to recover the key establishment message due to packet
dropping as well as to identify faulty paths that alter a forwarded key message.

1.4 Organization

The rest of the paper is organized as follows: In Section 2, we present the related
work. In section 3, we highlight the proposed five phases of our pairwise key setup
scheme and attack model. The details of our scheme is presented in Section 4. From
Section 5 to Section 7, we discuss the performance of our scheme against selective
node capture attacks, node fabrication attacks, and insider attacks. The operational
performance assessments such as communication, storage, and computation, are
presented in Section 8. In Section 9, we present a summarization of our approach
and the security challenges for RKP-PKE schemes.

2. RELATED WORK

We broadly classify the random key predistribution (RKP) schemes for sensor net-
works into two groups: Purely Random Key Predistribution (P-RKP) schemes and
Structured Key-pool Random Key Predistribution (SK-RKP) schemes. The P-
RKP scheme was first proposed by Eschenauer and Gligor [Eschenauer and Gligor
2002], and we refer to it as the basic scheme. Several schemes have been developed
which were all based on the basic scheme; these schemes improve the basic scheme
in five aspects: 1) shared keys threshold: g-composite scheme [Chan et al. 2003]; 2)
key pool structure: SK-RKP schemes [Liu and Ning 2003a; Liu et al. 2005; Du et al.
2003; Du et al. 2005]; 3) path-key establishment protocol: k-path key establishment
schemes [Chan et al. 2003; Zhu et al. 2003]; 4) location awareness schemes [Liu and
Ning 2003b; 2005; Du et al. 2004]: key predistribution and sensors’ deployment are
based on known sensors deployment information; 5) shared keys discovery schemes
[Di Pietro et al. 2004; Mehta et al. 2005]: one-way function schemes have been
proposed to reduce the communication overhead during the key discovery phase in
order to improve resilience to a node fabrication attack.

Note that the above discussed schemes assume that the attacker randomly cap-
tures sensors in order to compromise the sensor network. However, we argue that
in reality, attackers are often very smart and they might be able to figure out at-
tacking strategies to maximize gains with minimal attacking efforts. To analyze
more sophisticated attacks, a preliminary analysis of selective node capture attack
and node fabrication attack was presented in [Huang et al. 2004].

Before we discuss additional related work, we state a few terms from existing
literature: if two neighbors share a preinstalled key, the key is called a direct key.
If two neighbors do not share a preinstalled key, they need to find a path that is
protected by direct keys to establish a pairwise key. The established pairwise key
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is called an indirect key. To safeguard the indirect key, multiple key-path schemes
have been proposed in [Chan et al. 2003] and [Zhu et al. 2003] to prevent faulty
sensors from deriving indirect keys. In [Chan et al. 2003], multiple physically link-
disjoint paths between two nodes are used to set up an indirect key. When two
nodes u and v want to set up an indirect key via multiple (say j > 1) link-disjoint
paths, the source node, u, selects j secrets, s1,. .., s;, and sends each of these secrets
onto a unique key establishment path. To secure a secret message, s1, via a key
establishment path, u — x — v, following key establishment steps are performed:

u—2: {81} kT — v: {81}k,

where k,, and k,,, are direct keys shared between pair (u, x) and pair (z,v), respec-
tively. Upon receiving all the secrets, node v simply uses bitwise XOR operation
to derive the indirect key, i.e.,

indirect_key = s1® ... D s;. (1)

In [Zhu et al. 2003], multiple logical link-disjoint paths between two nodes are
used for setting up an indirect key. A logical path means that there exists a key
sharing relation among source, destination, and intermediate nodes along the key
establishment path. For example, source node u shares t1 direct keys with interme-
diate node x, and node x shares to direct keys with destination node v; note that u
and v do not share a direct key. Since a direct key can be only used for one logical
path, there can be z, = min(t1,t2) key establishment paths between u and v via
intermediate node x. The secrets selection and transmission proposed in [Zhu et al.
2003] is similar to that described in [Chan et al. 2003]. The difference is the use
of physical or logical key establishment paths in corresponding proposed schemes.

Both proposed multi-path key establishment schemes are efficient to guard against
outsider’s node capture attacks and insider attacks that passively learn the for-
warded messages. However, they are vulnerable to active insider attacks, i.e., an
attacker can stop forwarding secrets or alter the forwarded secrets which can pre-
vent the receiver from deriving the right indirect key. In order to counter active
insider attacks, we have earlier proposed a Reed-Solomon code and multi-path key
establishment protocol to enable a sensor to identify the faulty key establishment
paths in a preliminary study [Huang and Medhi 2005].

The local key-graph connectivity is important for evaluating the communica-
tion overhead and storage overhead of a RKP-PKE approach. Random graph
theory [Spencer 2001] based approaches have been adopted by existing RKP-PKE
solutions such as [Eschenauer and Gligor 2002]. In a recent work [?], it has been
shown that the random graph based solutions introduce errors when the group size
is either big or small. Moreover, the random graph based solution is unable to
provide the key-path length information. These problems are solved by by using
a modified binomial distribution in a hop-by-hop fashion to evaluate the local key
graph connectivity for a key path within A hops. However, multipath key graph
connectivity (within 2 hops) and predistribution approaches were not addressed in
[?]—the scope of this paper is to address these aspects along with a comprehensive
analysis of node fabrication and node capture attacks.

ACM Journal Name, Vol. |, No. , August 2007.



D. Huang and D. Medhi

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5

o Sensor ] Pairwise key
(Pr&deployment ]—»[Key predlstrlbutlorﬂ—»{ deployment j—»[ Key discovery ]—»{ establishment j

i i i i i

Sensor groups Random key Uniform Polynomial key K-disjoint paths
partitioning predlstrlbutlon distribution agreement protocol pairwise key setup
Deployment areas Polynomal key Deployment Key-ring id Key-graph
partitioning spaces creation techniques broadcasting creation
Goals of Phase 1 and Phase 2: Goals of Phase 3 and Phase 4: Goal of Phase 5 :
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maximize the size of sub-area applications: Uniform distribution robustness to
2. Reduce the memory overhead of sensors: 2. Reduce the communication overhead: insider attack
minimize the number of installed keys Key-ring id broadcasting

3.

3. Guard against security attacks:

1. Against node capture attack
2. Against node fabrication attack

Fig. 2. A taxonomy of RKP-PKE schemes.

SYSTEM MODELS OF OUR SCHEMES

3.1 A Generalized RKP-PKE Model

Our approach involves five phases as shown in Figure 2. Here, we highlight the
functionalities for each phase of these five phases:

1.

Pre-deployment phase: A sensor deployment area is first partitioned into multi-
ple sub-areas. A group of sensors is predetermined for deployment in a sub-area.

Key predistribution phase: A centralized key server generates a structure key
pool for each sensor group. A structure key pool is composed of multiple key
spaces (key matrices). The key predistribution is described later in Section 4.2.
After key predistribution, each sensor is assigned a unique key ring id. The key
ring id can identify the sensor’s position in each key space, and thus, it helps
to establish pairwise keys with other sensors in the key discovery phase and the
pairwise key establishment phase.

Sensor deployment phase: Sensors are deployed in a two-dimensional plane.
Based on group partitions, each group of sensors are uniformly! deployed in
each sub-area.

Key discovery phase: Once sensors are deployed, three steps are involved in the
key discovery phase.
step 1:. Each sensor broadcasts its key-ring id to all its neighbors.

step 2:. Based on the received key-ring id, a sensor can determine its neighbor-
reachability list, and then it broadcasts its neighbor-reachability list.

1For discussion on why we emphasize on using uniform distribution, see Section 4.3.
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Fig. 3. A local key graph for sensor 1. kg, represents a direct key between x and y and the
dot circle represents the communication range of sensor 1. In this key graph, node 1 can set up
indirect keys with all its communication neighbors within 3 hops.

step 3:. Based on the received neighbor-reachability list, a sensor can build
a local key graph (shown in Figure 3) which represents the node-connectivity
from the view of each individual node. We note that in the local key graph, if
two sensors share a direct key, we refer to it as a link connecting two sensors
directly.

5.  Pairwise key establishment phase: In a local key graph, if there is no link be-
tween two sensors, i.e., they do not share a direct key, the PKE protocol will
be used to set up an indirect key via multiple hops (i.e., a key path) in the local
key graph. The established pairwise key is called an indirect key. The indirect
key establishment includes two phases:

(a) The key establishment within a zone.

(b) The key establishment among adjacent zones.

In order to counter insider attacks, such as the insider broadcast incorrect
neighbor-reachability list and drop and/or alter the key establishment packets,
a multi-path key establishment protocol is proposed to counter insider attacks.

3.2 Attack Model

As classified in [Karlof and Wagner 2003], a laptop-class attacker can have more
powerful devices, like laptops or their equivalents. Thus, they have an advantage
over legitimate nodes: they may have greater battery power, a more capable CPU,
a high-power radio transmitter, or a sensitive antenna. We assume that the goal
of attackers is to compromise the pairwise keys established or to be established
between any two sensors. Furthermore, the following capabilities of an attacker are
assumed:

—The attacker has unlimited energy and computing power.

—The attacker knows all the information stored in a sensor once the sensor is
captured.

—The attacker can listen to and record all the traffic in the network.
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—The attacker has the ability to physically locate a given sensor by listening to

the traffic.

—The attacker has the ability to fabricate similar nodes, deploy, and control them.

We classify attacks to RKP-PKE schemes into three categories.

—Selective node capture attack: attacking communication link?. Most of previous

4.

security analysis for RKP-PKE schemes assumes that attackers randomly capture
sensors to compromise preinstalled keys. However, the random node-capturing
assumption is weak. For example, an attacker can purposefully locate active
sensors and compromise the sensors which can give him more information of
the sensor networks; i.e., the attacker wants to capture the minimal number of
sensors to compromise the maximum number of preinstalled keys. To evaluate
the resilience to selective node capture attack of a RKP-PKE scheme, we measure
its security performance by computing the fraction of the number of compromised
network links by capturing x nodes, where the compromised network links do not
include the links connect to « compromised nodes.

Node fabrication attack: attacking authenticity. The attacker can insert new
nodes into the network after obtaining some secret information. This is a serious
attack since the compromise of even a single node might allow an attacker to
populate the network with clones of the captured node to such an extent that
legitimate nodes could be outnumbered and the attacker can thus gain full control
of the network. We evaluate the resilience toward node fabrication by estimating
the fraction of total uncompromised sensor nodes that can set up communication
links with the fabricated nodes by capturing = nodes.

Insider attack: attacking PKE Protocol. Since the indirect keys are established
via multiple key paths set up during the key discovery phase. the attacker can
capture the indirect keys by helping uncompromised nodes to set up pairwise
keys. Before the attacker deploys this attack, it itself must be a valid node (an
insider) in the system (e.g., via node fabrication attack). We evaluate this attack
by the probability that an indirect key is compromised due to z compromised
nodes. Resilience to insider attacks can be achieved by using our proposed mul-
tiple node-disjoint-path PKE scheme in Section 7.

Note that existing RKP-PKE approaches are all vulnerable to the above attacks.

USING AREA PARTITIONING, MULTI-GROUP KEY PREDISTRIBUTION, AND
MULTI-PATH PKE

In this section, we elaborate our 5-phase pairwise key establishment scheme. The
proposed area partitioning, group partitioning, and SK-RKP scheme will be able
to determine the size of a zone (sub-area) and the maximum number of sensors
deployed within a zone. The security goals of our approach are to counter any
selective node capture attacks, node fabrication attacks, and insider attacks. The
notations used in the following sections are given in Table I.

2We consider a communication link as a direct communication channel between two neighboring
sensors which protected by a pairwise key. Once the pairwise key is compromised, the correspond-
ing communication link is compromised.

ACM Journal Name, Vol. |, No. , August 2007.



Secure Pairwise Key Establishment in Large-scale Sensor Networks : 9

Table I. Notations.
Notations for sensor deployment

a Size of a zone
r Sensor communication radius
(3, 7) Zone indexed by i and j

Z(i,7) Zone (i, 7)

Ny(i,7) | Number of neighbors of sensor b deployed in Z(4, j)
Ny the number of nodes in a group

U, v Sensor u and v

[(4,7),u] | Sensor u’s id

Number of neighbors of a sensor

>3

Total number of deployed sensors

Notations for probabilities of key predistribution
A large key pool

(4, 7) Key spaces associated with group G(%, j)

Size of the key pool, P = |P|

Number of keys preinstalled in a sensor
Distribution threshold of a key space

Number of key spaces

Number of sub-key spaces selected for each sensor

A secret matrix size of (A+1) x (A+1)

A publicly know matrix size of (A +1) x N

A secret matrix = (D - G)T

A key matrix = A-G

Probability that two sensors share a preinstalled key
Notations for attacks

Cy Number of compromised keys by compromising x nodes

T Number of compromised nodes

R(xz) Fraction of compromised links among uncompromised nodes

ER2QLUIE>ITIV

4.1 Phase 1: Area Partitioning and Group Partitioning

We assume that the sensor deployment area is a two-dimensional rectangular region
with the size (i-a)(j-a) square meters. The rectangular region can be further divided
into (i x j) deployment areas, each of size a? square meters. In this paper, we denote
each small deployment area as a zone Z(i,j). An example of a deployment region
is shown in Figure 4, where i = j = 6.

We use G(i,7) to denote the group of sensors deployed in the zone Z(i,7). We
assume that the sensors are uniformly distributed over the deployment area for each
group, and the number of sensors in a group is n,. We denote the total number of
sensors in the entire deployment region by N. Thus, we have N =n,-i-j. A sensor
is identified by [(¢, j), u], where (i, ) is the group id, and w is the unique node id,
where u = 1,..., N. We use p = n./a?, where p is a constant under the assumption
of uniform distribution, to represent the density of the sensor deployment within a
zone. If the density p is given (based on the manufacture’s information), the size
of a zone must fulfil the inequality

a* <n./p. (2)

In phase 2, we will use the SK-RKP scheme for the key predistribution scheme
within a zone (the detailed description of SK-RKP scheme is given in Appendix A).
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Fig. 4. Sensor deployment in a grid structure.

To achieve the non-colluding® property, we restrict that no more than A sensors are
allowed to choose a given key space, where ) is a parameter of the SK-RKP scheme
and A restricts the size of a key matrix.

According to Blundo et al. [Blundo et al. 1998], for each key space, the key
matrix A is a N x (A + 1) matrix. If an attacker has the knowledge of more than
A rows, the entire matrix A can be derived. Thus, we restrict the number of rows
distributed to sensors for each key matrix A to be no more than A. Under this
restriction, we have the relation

n, < Aw/T, (3)

where w is the total number of key matrix within a key pool, and 7 is the number
of key matrices selected by a sensor. Once w and 7 are determined, the zone size
increases linearly with the increase of A. From (2) and (3), we can derive the
relation between zone size a? and key matrix parameters:

a® < \w/(7p). (4)

4.2 Phase 2: Key Predistribution

The key predistribution scheme used within a group is called I-Scheme and the key
predistribution scheme used between two neighboring groups is called E-Scheme.
The I-Scheme is presented as follows:

3The non-colluding feature of the proposed pairwise key scheme is described as follows: for all
pairwise key Ky, where kqy, is the pairwise key that can be derived from the secrets possessed by
sensors u,v € S, where S is the set of all sensors deployed in the system, all sensors in the set
S\ {u,v} cannot derive the pairwise key Ky .
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4.2.1 I-Scheme

i.  Key pool P is composed of multiple sub-key pools. Each sub-key pool is associ-
ated with a small partitioned area and a sub-key pool is represented as P(i, j).
By using the SK-RKP scheme, each sub-key pool is divided into w key spaces.
A key space is a N x (A4 1) key matrix A. Each element of A is a unique key.

ii. Divide the N sensors in groups. According to the partitioned area, a group is
represented by G(%, j).

iii. Assign unique identifiers to the sensors. For each sensor, assign the id =
[(4,7), u], where (7, ) is the group id, and u=1,..., N.

iv. For sensor [(7, j), u], randomly select 7 key spaces from w key spaces in P(, j)
while making sure that the selected sub-key space is not already selected A
times; load the sensor with the u'" row of matrix A for each selected sub-key
space.

For details about the SK-RKP scheme, refer to Appendix A.

4.2.2 E-Scheme. For E-Scheme, as shown in Figure 4, a zone can have the max-
imum of 8 neighboring zones; e.g., the bidirectional arrows are shown around zone
Z(3,3). The key predistribution scheme (E-Scheme) for sensors in two adjacent
zones is given as follows:

i.  For a sensor u in group G(i1, j1), randomly select one sensor, say v, from one
of its neighboring groups, say G(iz,j2). Groups G(i1,j1) and G(is,j2) are
neighbors if |iy — 2] < 1 or |j1 — j2] < 1.

ii. Install the duple, (kyy,id,), in u and the duple, (ky,,id,), in v, where key ki,
is unique and id,, id, are the identifiers of node u, v, respectively. Once node
u selects a peer node v in group G(iz, j2), it cannot select another node in the
same group.

iii. If all sensors have selected a node in each of its neighboring groups, stop;
otherwise goto i.

Using E-scheme, each sensor maintains a unique key shared with a single node in
each of its neighboring zones.

4.3 Phase 3: Sensor Deployment

We assume that sensors in group G(i,j) are uniformly deployed within the zone
Z(i,7). However, we note that the sensor distribution pattern in the real-world
may not follow any pattern due to manual distribution, helicopter drop, and so
on. On the other hand, uniform sensor distribution is an ideal scenario and should
be achieved as the goal via many deployment methods. Due to its simplicity and
uniform density within the sensor deployment area, it significantly simplifies the
analysis of many sensor network applications, such as environmental sensing, po-
sitioning, and so on. For the scenarios in which obstacles exist in the deployment
area and irregular distribution patterns (cannot be simply described by one or sev-
eral probability distribution functions) exist, simulation is the best way to study
the proposed key management scheme. In this paper, we will assume uniform dis-
tribution and present an analytical approach for our proposed key management
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scheme; consideration of irregular distribution (as well as which kinds to consider)
and its study through simulation is not considered part of this paper and will be
investigated separately and reported elsewhere.

4.4 Phase 4: Key Discovery

The purpose of key discovery is to set up a local key graph for each sensor (see
section 3.1, phase 4; and the local key graph example shown in Fig. 3). After
deployment, each sensor, say [(, j), u], initiates this phase by broadcasting its iden-
tifier [(4,7),u] and the list of the key spaces selected for sensor [(7,7),u]. If two
sensors have selected the same key space, they can establish the direct key.

After receiving all neighbors’ ids and establishing the direct keys, sensor u builds
a local key graph that contains all its neighbors as vertices. In a local key graph,
a logical link is created between u and any of its neighbors if they share a direct
key. Then, sensor u creates a neighbor list that contains all the neighbors that the
direct keys have been set up between them. The neighbor list is then encrypted by
the direct keys and sent to all the nodes in u’s neighbor list. When a neighbor v
receives the neighbor list, it repeats the process, i.e., v encrypts the neighbor list
by using the direct key shared between v and each of nodes in v’s neighbor list,
and then the encrypted neighbor list is sent out. This process is continued until
a node discovers that it is not a neighbor of the original node u; then, the node
drops the neighbor list. After receiving the neighbor list, if v is both listed in u’s
neighbor list and the receiver’s neighbor list, the receiver updates its local key graph
by adding a link between the source node uw and the node v; and after receiving all
the neighbors’ lists and updating the local key graph, the sensor constructs its local
key graph that will be used in pairwise key establishment phase to set up indirect
keys.

4.5 Phase b: Pairwise Key Establishment Protocol

Our proposed PKE protocol consists of two sub-phases: 1) the key establishment
within a zone, 2) the key establishment between adjacent zones.

—Key establishment within a zone:

For key establishment within the same zone, using the derived local key graph in
the key discovery phase, a sensor can use source routing [Huang et al. 2005], by
explicitly specifying the key path (by listing hops), to send requests and then to
establish indirect keys. The number of neighbors located within the same zone of
a node is determined by the location of the node. Figure 9(a) shows the number
of neighbors within the same zone for a sensor located in Z(i,5). We need to
have some guarantee that a sensor can establish pairwise keys with the majority
of its neighbors; using the probability that a sensor can set up pairwise keys with
n of its neighbors within A hops (for details, refer to [?]), we can determine how
many keys are required to be preinstalled in a sensor.

—Key establishment between adjacent zones:
After the first phase of key establishment, the system goes into the second phase
of the key establishment process to set up indirect keys with nodes located in
the adjacent zones. We assume that sensors have established pairwise keys with
their neighbors in the same zone. When a sensor wants to set up indirect keys
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Table II.  ¢-faulty resilient multi-path key establishment scheme.

preinstalled secrets for each sensor

generator polynomial g(z), 2t roots a1, ..., as, where n — k = 2t, see Algorithm B.1 in Appendix B
key establishment procedure, (n, k) RS codes, multi-path scheme
sender u receiver v

1. generates p node-disjoint paths between u 1. uses majority rule to eliminate

and v bad codeword(s)
2. generates key message polynomial m(z), see 2. composes received key polynomial r(z)

Algorithm B.1 3.  uses Algorithm B.2 step 2 to identify faulty
3. creates k codewords m}, i =1,...,k, see path(s)

Algorithm B.1 4. uses Forney’s algorithm to derive error
4. uses source routing to send at most t polynomial e(z)

codewords on each path where t = (n — k)/2 | 5. recovers the original message

polynomial, see Algorithm B.2 step 3

properties of proposed multi-path key establishment scheme
. resilient to t = (n — k)/2 faulty paths when (n, k) Reed-Solomon codes are used.
. receiver can identify the faulty key establishment paths.
. no interactive communications are required, which is communication efficient.
. Reed-Solomon error correcting codes are computational efficient: in the order of O(n log2 n),
see [Sarwate 1977].

B~ WN

with its neighbors in the adjacent zones, it broadcasts the desired node-list. A
neighbor of the requestor within the same zone who already shares a direct key
with the nodes in the requestor’s list acts as a proxy and does the following: 1)
it selects an indirect key for the pair, 2) it encrypts the selected indirect key by
using the pairwise keys already set up between itself and the requestor and the
direct key already shared between itself and the destination node, 3) it sends
the two encrypted messages to the requestor. Upon receiving the response, the
requestor forwards the encrypted pairwise key to the destination node. Note
that during the first phase of PKE, nodes have already set up pairwise keys to
all their neighbors within the same zone; thus, during the second phase of PKE,
as long as there exists one node that has a link to the neighboring zone, it then
can be used as a bridge to set up pairwise keys to the neighboring zone for all its
neighbors. For performance assessments on PKE protocol, refer to section 8.

4.5.1  Multi-path pairwise key establishment. During the pairwise key establish-
ment phase, an intermediate node may have already been compromised, i.e., it has
become an inside attacker. Basically, the target of insider attack is the PKE pro-
tocol. The attacker wants to prevent the sensors from establishing indirect keys or
sniffing indirect keys established among uncompromised nodes. The insider node
can behave just like a normal node and record all passing-through information; this
type of an insider attack is called a passive key-establishment attack. Note that the
insider node can also change, drop, or forge PKE messages to malfunction PKE
protocol; this type of attack is called an active key-establishment attack.

In order to counter insider attacks, multipath pairwise key establishment scheme
has been proposed [Chan et al. 2003; Zhu et al. 2003]. However, these schemes are
vulnerable under active key-establishment attacks (see discussion in Section 2).

To counter active insider attacks, such as stop forwarding and cheating attacks,
we propose a multi-path pairwise key establishment scheme by using multiple node-
disjoint paths and Reed-Solomon error correcting codes [Reed and Solomon 1960].
The properties and operational procedures of the proposed scheme are shown in
Table II. The related algorithms are given in Appendix B.
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A sensor applies the Reed-Solomon encoding scheme to partition an indirect
key seed into n codewords?. Each codeword is transmitted via a different node-
disjoint path. Note that on each hop, the keyword is encrypted by a pairwise key.
The receiver applies the Reed-Solomon decoding scheme to identify the faulty key
establishment paths and then recovers the original indirect key seed. The receiver
can derive the indirect key based on correctly receiving at least k codewords, where
k < n. The main benefits of our proposed scheme are as follows:

—The proposed scheme is resilient to ¢ faulty paths. If (n, k) Reed-Solomon codes
are used, then ¢ = (n — k)/2.

—The receiver can identify faulty key establishment paths.

—No interactive communications are required to identify the faulty key establish-
ment paths, which is communication efficient.

The security and performance analysis of our proposed multi-path pairwise key
establishment protocol is presented in Section 7.

5. SECURITY PERFORMANCE ANALYSIS I: AGAINST SELECTIVE NODE CAP-
TURE ATTACK

In selective node capture attacks, the attacker targets at compromising the com-
munication links among uncompromised sensors. The consequence of this attack is
the exposure of information transmitted on the compromised communication links.
To achieve this goal, the attacker can mount a node capture attack on a deployed
sensor and read secret information (keys) from its memory. These keys may be
used among uncompromised sensors, thus we use the fraction of compromised links
among uncompromised sensors to evaluate our scheme.

In our scheme (described in Section 4.2), we limit the number of distributed key
rows in the key matrix to A. Thus, no matter how many sensors are captured
by attackers, they cannot derive the pairwise keys used between uncompromised
sensors. We compare our scheme with existing RKP approaches. We use Reqp ()
to represent the fraction of compromised links among uncompromised nodes, where
x is the number of compromised nodes. Thus, 1 — Reqp(x) represents the resilience
to selective node capture attacks.

We model the selective attack to the P-RKP scheme by using a heuristic technique
(described below). Below, C,; is the cardinality of the set of compromised keys when
x nodes are compromised, and ¢ is a variable. We use B to represent the value that
an attacker uses to inspect and then to decide which sensor to capture next. Then:

P—-C, ) (Cz

(o) () .
B = ——=+—=(N —a), (i=0,...,m), (5)
()

where is the probability that there exists uncompromised nodes and

(5)(%)

() | . .
each of them has m — i keys not already compromised; N — x is the total number
of uncompromised nodes in the system.

4A sender uses (n, k) Reed-Solomon codes to partition a message to n codewords. The receiver
can correctly recover the original message if he/she can correctly receive (n — k)/2 number of
codewords.
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Fig. 5. Selective attack for RKP schemes.

The heuristic method is as follows. Initially, when ¢ = 0, an attacker can arbitrar-
ily capture a sensor and derive m keys preinstalled in the captured sensor and then,
C, = m. Then, he inspects B: if B > 1, he continuously captures the nodes with
m — i keys that are not already compromised, and for each capture, C, is increased
by m —4; if B < 1, he increases ¢ by 1 until B > 1. He then captures the sensors
with m — i keys that are not already compromised. The attacker continues this
process until the condition m = i is fulfilled or the entire key pool is compromised.
The condition B > 1 means there exists uncompromised sensors that have m — ¢
keys which are not already compromised. Figure 5(a) and 5(b) show the compari-
son between the selective-node-capture attack (SA) and random-node-capture attack
(RA) to P-RKP schemes when m = 50 and m = 200. The comparative studies
show that the selective node capture attack can gain more information than the
random node capture attack with the same number of captured sensors.

In the SK-RKP scheme, the attacker can selectively capture sensors that possess
keys within the same key space. Once A+ 1 sensors in a key space are compromised,
all the keys in that key space are compromised. In this fashion, an attacker can
incrementally capture the sensors that use the same key space. Since sensors possess
keys from more than one key space, the number of sensors required to be captured
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to compromise subsequent key spaces is less. We use ¢(4) to represent the average
number of additional sensors to be captured in order to compromise a key space
when i — 1 key spaces are already compromised. In order to compromise the first
key space, the attacker needs to capture at least A + 1 nodes (i.e. ¢(1) = A+ 1).
Since each sensor is allocated 7 key spaces (7 > 2), a captured node also uses an
uncompromised key space with probability p’ = L—:} Thus, to compromise i*" key
space, we have

i—1

c(iy=A+1=Y clk)-p, 2<i<w (6)

k=1
In Figure 5(c), we use (6) to show SK-RKP schemes [Liu and Ning 2003a; Liu et al.
2005; Du et al. 2003; Du et al. 2005] under the selective node capture attack (SA)
and the random node capture attack (RA). As shown in the figure, the threshold
of the SK-RKP scheme decreases dramatically under the selective node capture
attack. In the figure, the threshold values under SA are: 17 with w = 27,7 = 3,
and m = 50; 67 with w = 27,7 = 3, and m = 200.

In summary, the security performance under the selective node capture attack
of existing RKP and SK-RKP approaches drops dramatically comparing to the
security performance under random node capture attack. However, using our area
partitioning and multi-group deployment approaches (as described in Section 4), we
can completely prevent any selective node capture attacks, i.e., the attackers cannot
compromise any pairwise keys that are used between uncompromised sensors (the
performance lines of our scheme should be Reqp(z) = 0.

6. SECURITY PERFORMANCE ANALYSIS Il: AGAINST NODE FABRICATION AT-
TACK

The compromised sensors cannot be easily detected since they can set up pairwise
keys with uncompromised sensors®. The sensor network is vulnerable to this attack
due to lack of authentication mechanism for large-scale sensor networks. This attack
is more severe as compared to just replicating captured nodes as the attacker may
have enough information to fabricate sensors with more than one identity with a
single compromised sensor.

If there is a unique and one-to-one verifiable connection between node id and
preinstalled keys, the preinstalled keys can be used as the authentication keys
among sensors. In this section, we will conduct a comparative study of resilience
to node fabrication attacks. The comparative candidates are the key discovery
approaches for P-RKP schemes proposed in [Di Pietro et al. 2004] and [Mehta
et al. 2005] and our SK-RKP solution.

6.1 Fabricate Compromised Nodes — Nodes Replication

The attacker compromises a sensor and clones the sensor. In fact, the attacker does
not need to clone many sensors but deploy Sybil attack [Douceur | by fabricating
sensor ids. The Sybil attack is equivalent to deploying many cloned sensors; note

5Several anomaly detection approaches [Parno et al. 2005; Du et al. 2006; Liu et al. 2005a] have
been recently proposed to malicious sensors. However, this paper does not focus on the anomaly
detection.
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that in this paper, we do not differentiate the difference between a Sybil attack and
a node-fabrication attack. Due to lack of a-priori knowledge of post-deployment
configuration, uncompromised sensors cannot detect the cloned sensor as an anoma-
lous sensor. This attack can have more severe consequences as compared to the
passive listening attacks on communication links between uncompromised nodes,
since the attacker can implant malicious codes in replicated sensors to malfunction
the PKE protocol. This is a typical form of an insider attack which will be discussed
further in Section 7.

6.2 Fabricate Uncompromised Nodes

In this attack, the attacker compromises only few sensors and uses the captured
keys to fabricate sensors with new identities. Then, the attacker can deploy the
fabricated nodes in the network. The uncompromised sensors in the network cannot
detect the fabricated nodes as anomalous nodes as long as they can set up pairwise
keys with them. This attack is more severe as compared to passive eavesdropping
attack as the attacker may have enough information to fabricate many sensors with
many different identities and possibly outnumber the original set of sensors.

6.2.1 Node fabrication attack to P-RKP scheme. The attacker can launch the
node fabrication attack on the P-RKP scheme by capturing only a few sensors.
Since there is no identity authentication in the P-RKP scheme [Eschenauer and
Gligor 2002; Chan et al. 2003], by capturing two nodes, the attacker can fabricate
and deploy (2:;) new nodes without being detected. These fabricated nodes are
apparently good nodes, since they all have valid keys. Thus, the fabricated nodes
can quickly outnumber the uncompromised nodes. To mitigate node fabrication
attack, Di Pietro et al. [Di Pietro et al. 2004] and Mehta et al. [Mehta et al. 2005]
proposed using a one-way function to distribute and discover the shared keys. The
basic idea behind their approaches is to use a node id as the input to a one-way
function multiple times and the generated chain values modulo the size of key pool
can be used to identify the key ¢d in the key pool. Using an one-way function
to identify the keys can be used in both the key predistribution phase and key
discovery phase. Mehta et al. [Mehta et al. 2005] use simulation to prove this
method is equivalent to randomly selecting keys from a large key pool. In this way,
a connection is built between the node id and preinstalled keys via the one-way
function. As a result, attackers cannot arbitrarily fabricate sensors since they must
possess the preinstalled keys that are identified by the hash-chain values.

Although one-way function based key discovery approaches can mitigate the node
fabrication attack, the attackers can still fabricate sensors without being detected.
To fabricate a sensor, the attacker must compromise enough sensors to find a node
id that can be used to set up communication links with uncompromised nodes. In
order to connect to the network via an uncompromised node, the fabricated node
needs to satisfy the following conditions: (a) it should share the required number
of keys with the uncompromised node when g-composite scheme is used; (b) if the
condition (a) is satisfied, all shared keys not only must be known to the attacker,
but also they must be in the right sequence. The probability that a fabricated node
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Fig. 6. Node fabrication attack to one-way function key discovery approach and SK-RKP ap-
proach: m = 200, w =27, 7 =3, p1 = 0.3.

satisfies the above two conditions with = captured nodes is computed as:

(7)

m P m Pfim

() () ()
where Zi:q szm
nodes, C, = [1 — (1_F)z]P is the number of keys compromised due to capture of
& nodes, = is the number of captured nodes, thus (Cp/P)" = ([1—(1—%)"])" is the
probability that all ¢ keys are compromised due to x captured nodes, and Pconnect
is the probability of node connectivity for g-composite schemes given in (8):

DPconnect = p(Q) + p(q + 1) + ... +p(m)a (8)

where p(q) is the probability that two nodes have exactly ¢ keys in common. The
probability p(q) is presented in [Chan et al. 2003] and is given as:

P P—q 2(m—q)
( Q)(Q(m*Q)>( m—gq )
5 .
P
()
Using (7) we draw the Figure 6. It shows the fraction of uncompromised nodes that
can be used by fabricated nodes to connect to the system when ¢ = 1,2,3. Since
the one-way function key discovery approach cannot totally prevent the attacker

from fabricating new nodes and the derived shared key is not unique, we cannot
use the direct key of the P-RKP scheme for authentication purpose.

6.2.2 Node Fabrication Attack to the SK-RKP scheme. The SK-RKP scheme is
also vulnerable to the node fabrication attack. However, there are some restrictions
for the attacker. First, the attacker is required to capture more than A sensors in
order to compromise a key space. Second, the attacker cannot arbitrarily generate
new ids for the fabricated sensors, since the ¢ds indicate the rows of the key matrix
A. The wrong id cannot set up the pairwise key between the fabricated sensor and

is the probability that ¢ keys are shared between two

p(q) =
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Fig. 7. Evaluate multi-path success probability Ps,c. given the number of faulty
paths is up to 1, 2, 3, and 4.

the uncompromised sensor. If we restrict the number of distributed rows of a key
matrix A to no more than A\, we can prevent the node fabrication attack. Even
if the attacker can compromise all deployed sensors, he cannot derive new rows of
any key matrix. The previous proposals [Liu and Ning 2003a; Liu et al. 2005; Du
et al. 2003; Du et al. 2005] cannot fulfil this requirement due to large size of sensor
networks. For example, if we stay with the restriction that no more than A rows of
any key space are allowed to be distributed to sensors, for given w, 7, and A, the
maximum number of sensors that can be deployed is ’\T“ We can easily derive that
the supported network size n, is linearly increased with respect to the increase of
the A.

6.3 Countermeasures to Node Fabrication Attack

In Figure 6, using the SK-RKP scheme, zero fraction of the network is compromised
when « = 0 ~ 67. This property of the SK-RKP scheme allows us to design an
authentication protocol for the key discovery phase. Recall from Section 6.2.2 that
to restrict the number of sensors that are allowed to install keys from a given key
space, the size of supported network is also restricted. Thus, if we partition a
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large sensor network into multiple small areas, we can utilize the perfect security
property of the SK-RKP scheme within each zone.

Note that in Section 4, we have proposed to use a unique structured key pool
for each zone and to restrict at most A rows of a key space that are distributed to
sensors. Our scheme is resilient to node fabrication attacks (including node repli-
cation attacks) due to the following two facts: (a) Since no more than X\ key rows
are distributed to sensors within a zone, attackers cannot fabricate uncompromised
sensors. Thus, attackers can only replicate captured sensors. (b) Since the key ma-
trix used for one zone is different from the other zones, the attacker cannot deploy
the replicated sensors to the other zones. Thus, the replication attack is restricted
within a relatively small area, i.e., the replicated nodes can only setup pairwise keys
with uncompromised sensors within the zone where it was captured.

7. SECURITY PERFORMANCE ANALYSIS 11I: AGAINST INSIDER ATTACK

An important question that we want to answer is: “in what scenarios, do we want
to use multi-path routing instead of single path routing?” In other words, “what
is the condition when multi-path routing is preferred over single-path routing?”
To see this, we need to evaluate the multi-path success probability Psyc., given
the single path success probability ¢ and the number of paths. We have found an
evaluation model developed by Tsirigos and Hass [Tsirigos and Haas 2004] to be
applicable to our scenario. When uniform codeword allocation is applied, we have:

Pace =3 (1)1 = )

i=k

where (n,k) is the Reed-Solomon coding scheme and p is the probability that a
receiver successfully receives a codeword from a path.

IN our analysis, we assume that each path has the same success probability
g =0.1,...,0.9, and that exactly one codeword is sent through a path; we consider
the number of faulty paths to be 1, 2, 3, and 4. In Figure 7(a)~Figure 7(d), we plot
success probabilities Py of the total number of paths from 3 paths to 10 paths.
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We have the following observations:

—Using Reed-Solomon codes, we can use the majority rule to filter out bad parity
codes. Thus, A 4-path multi-path routing does not give any benefit compared to
a 3-path multi-path routing. We observe similar behavior with 6 and 5 paths, 8
and 7 paths, 10 and 9 paths. This is since faulty nodes on different paths can
collude to generate the same parity codes, and it can create uncertainty at the
destination node.

—The success probability of the even number of paths is always lower than that
for the corresponding odd number of paths. Thus, we use odd number of paths
in our schemes.

—Using our (n, k) Reed-Solomon multi-path coding scheme, we observe that bigger
the value of n results in Py, to be higher when the number of paths k is fixed.

In order to decide whether to apply multi-path routing or single path routing, we
plot the success probabilities for (17,9), (13,7), (9,5), and (5,3) Reed-Solomon
multi-path coding schemes in Figure 8. When Ps,.. > ¢, the performance of
multi-path routing is better than single path routing. For example, if the (5,3)
Reed-Solomon coding scheme is used, we observe that the success probabilities g of
single-path routing are always greater than the corresponding multi-path success
probability Psye. when ¢ < 0.5. The same behavior is observed in the cases of
(17,9), (13,7), (9,5), and (5, 3) Reed-Solomon multi-path coding schemes. Thus,
in the case of uniform block allocation and uniform success probability distribution,
we conclude that the multi-path routing is preferred to single path routing when
the number of paths increases and path success probability ¢ > 0.5.

It may be noted that the adversaries can intentionally capture sensors located at
area borders to compromise the PKE procedures. However, based on our analysis in
Section 8.1.2, the border sensors can also have high probabilities to set up multiple
2-hop paths to the neighbor zone. In addition, our proposed multi-path PKE
scheme can relieve the insider attacks due to compromised nodes.

8. OPERATIONAL PERFORMANCE ASSESSMENTS
8.1 Local Key Graph Connectivity

We now present the Local Key Graph connectivity analysis for sensors located
within the same zone and in adjacent zones. Our analysis is based on the following
assumptions:

—The area covered is a two-dimensional Cartesian plane. A zone is represented
by an area z € [0,a],y € [0,a], where (z,y) is a point in the two-dimensional
Cartesian plane.

—AIll sensors have equal communication radius, R, and hence cover the same size
of area, where R < a/2.

—The sensors are uniformly distributed in a deployment region and the average
numbe/r of neighbors for each sensor is n’. The density of the deployed sensors is
P= 7R

According to the assumption presented above, the number of deployed sensors

2, 7 . .
- 1;;} For our analysis, we consider R = 40

within each zone is n, = a?p ~ (
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meters, and a = 100 meters.

Sensor Coverage — within the Same Zone

We first consider the coverage of sensor [(i, 7), ] in its zone Z (i, j). Given a position
(x,y) for sensor [(4,7), b], the sensor coverage is given as follows:

Cb(i ])| _ Cg(lv.]”(m,y) ,0< V I2+y2 < R;
D TN P @y R < AT < af2.

The expressions for C}(i,j) and CZ(i, ), along with the proofs are given in Ap-
pendix C. From these results, the number of neighbors of sensor [(z, j),b] within
the zone Z(i,j) can be obtained as:

Nb(ivj):p'cb(ivj)v (10)

where Ny (4, j) is the number of neighbors of sensor [(i, 5), b] within the zone Z(i, j).
In Figure 9(a), we show the contour curves of the average number of neighbors of
sensor [(4, 7), b] within the zone Z(i, j).

Sensor Coverage — in Different Zone

In Figure 9(a), we show that there are 8 possible zones surrounding zone Z(i, j).
We use superscripts T and ~ to represent the area coverage and sensor coverage
between two neighboring zones. For example Cy(it,57) and N(it,j7) represent
the area coverage and sensor coverage of sensor [(4,7),b] in zone Z(i + 1,5 — 1).
Similarly, Cy(7,77) and Ny (4,5 ) represent the area coverage and sensor coverage
of sensor [(i,7),b] in zone Z(i,j — 1). The number of neighbors that node [(4, j), b]
covers in a neighboring zone is given as:

No(@*,57) = p- (@, 57), (11)

where * represents -, +, or none. The representations and proofs of neighboring
zone coverage Cy(i*, j*)|(z,y) are given in Appendix D.

*

8.1.1 Local Key Graph Connectivity within the Same Zone . The number of
keys preinstalled in each sensor is represented by m. According to the deployment
pattern shown in Figure 4, we select a unique key pool for each zone, i.e., P(,j)
for Z(i, 7). To determine the size of key pool (i.e., |P(i,7)|) and the number of keys
selected (i.e., m = (A + 1)7 and will be discussed in section 8.3) from the key pool
for sensor [(4, ), b], we use the equations of P-RKP scheme proposed by Eschenauer
and Gligor [Eschenauer and Gligor 2002] and further modified for SK-RKP scheme
by Du et al. [Du et al. 2003]:

D) ) (w=ny?
pr=1- (L*’)2 =1- (w—27)lw!’ (12)

T

where p; is the probability that given two sensors share at least one key.

For sensor [(i,7),b] in zone Z(i,j), the number of neighbors within its zone is
Cy(i,7). As shown in Figure 9(a), if the average number of neighbors of a sensor, n/,
is 50, the zone has total of n, = (n’a?)/(7wR?) sensors and there are approximately
11 nodes in the zone with less than 25 neighbors from the same zone. If we assume
the number of neighbors of a sensor is 25, using the local key graph® connectivity

6Here, the local key graph is composed by the sensors within the same zone.
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(a) Contour curves for average number of neighbors (b) Probability contour curves to zone
within the same zone (n = 50, n, = 100). Z(i+1,j—1) and zone Z(i,5 — 1).
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(c) Connectivity contour curves to the
neighboring zone Z(i+ 1, j — 1) and zone
Z(i,j — 1) with g=1, 2, 3. The probabil-
ity pg(i*,7*) to share at least q keys is
0.8, see (14).

Fig. 9. In this example, sensors are deployed in a 100 x 100 square meters area and
all sensors have the same transmission radius (40m).

presented in [?], we derive the probability p; = 0.5. When p; > 0.5, the local
key graph is connected with probability greater than 0.996 within three hops. In
the worst case, the sensor is located at the corner of the square area, and has
approximately 12 neighbors within the same zone. In this case, the probability
that the local key graph is connected within five hops is 0.8736.

8.1.2 Local Key Graph Connectivity between Two Adjacent Zones. The node
[(4,7),b] may be located close to the boundary of two neighboring zones, Z(i, j)
and Z(i*,5*). The number of neighbors of node [(i, 7), b] located within these two
zones can be represented by Ny (4, j) and Ny (7%, 5*). Node [(z,7), b] is considered to
be connected to the neighboring zone as long as it can find at least one neighbor,
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b, located in Cp(4,7) who shares a key with at least one of nodes, b”, located in
Cp(i*,5*). Using (10) and (11), we can derive the probability p(i*, *) that sensor
[(4,7),b] can connect to the neighboring zone with the help of all its neighbors.

() )

(i) (i)
No(i*,37) ) \ N (i, 5)
Note that (10) and (11) are derived from Cp(4,j) and Cp(i*,5*), which are the
functions of two-dimensional Cartesian coordinates with the position (z,y). Thus
p(i*,7*) is the function of (x,y). Using the (13), we draw the probability contour

curves in Figure 9(b), where a node in Z (7, j) can connect to its neighboring zones
Z(i,57) and Z(i*,j7) with parameters a = 100m, R = 40m,n’ = 50,n, = 100.

p(i*,j%) =1 - (13)

8.1.3  Multi-path Connectivity between Neighboring Zones. Figure 9(b) shows
the contour curves of the probabilities that a node in Z(i,j) can connect to its
neighboring zones Z(i,j — 1) and Z(i + 1,5 — 1). The probability that a node
can connect to neighboring zones with the help of exactly k£ neighbors is given as
follows:

(nz> ( Nz _Nb(laj) ) (TLZ _Nb(l*vj*)>
k JANG(i", %) — k No(i, j) — k
Ny ny
The probability that a node can connect to neighboring zones with the help of at
least ¢ neighbors is denoted by pg(i*, j*) and is given as follows:

pa(i*,5") = 1= [po(i*,5") + -+ + pg-1 (1", 57)] - (14)
Figure 9(c) shows the range in which a sensor can connect to its neighboring zones
with at least ¢ links via its neighbors, where ¢ = 1,2, 3 and the connectivity prob-
ability is 0.8. Thus, a sensor can randomly select ¢ neighbors that respond to the
requests and send the responses to the destination nodes. The selected ¢ destina-
tion nodes can help the sensor set up ¢ paths to any of the neighbors in the adjacent
zone. Thus, we can apply our proposed multi-path PKE scheme (see section 4.5.1)
to set up the pairwise keys.

Comparing Figure 9(a) and Figure 9(c), almost all sensors that have less than 20
neighbors and some of sensors that have less than 25 neighbors can set up at three
connections to the diagonal neighboring zones. The sensors that have less than 35
neighbors within the same zone may set up at three connections to the horizontal
and vertical neighboring zones.

pk(i*vj*) =

8.2 Communication Overhead Analysis

Here, we will derive the mathematical expressions for the probability that a sensor
can set up key paths with all its neighbors within A hops in [?]. Since our key estab-
lishment procedure includes two phases, the key establishment within a zone and
the key establishment between two adjacent zones, we analyze the communication
overhead for each phase separately.

During the first phase of key establishment, the closer the sensor to the center
of a zone, the smaller the communication overhead due to key establishment. For
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example, for 7 = 2, w = 7, the following table shows the number of hops and the
corresponding local key graph connectivity probabilities: As shown in Figure 9(a),

Table III. The relation between the neighborhood size and the length of a key path.

# of neighbors | # of hops | local key graph connectivity
50 2 0.9957
40 2 0.9806
30 3 0.9996
25 3 0.9980
20 3 0.9893
15 4 0.9583

most pairwise keys can be set up within 3 hops. Since the communication over-
head is proportional to the number hops of a path, the communication overhead is
amplified due to multipath PKE scheme. As we can see in Table III, the denser
the network, the shorter the key paths when the probability (i.e., p1; see (12)) of
sharing preinstalled keys is given.

During the second phase of key establishment, between two adjacent zones, as
shown in Figure 9(c), a sensor can set up ¢ paths to the neighboring zones with
the probability of 0.8. Each path is a 2-hop path. A sensor applies (n, k) Reed-
Solomon coding and partitions a pairwise key in ¢ portions (where n = ¢), and
then sends them via g key paths. If the destination correctly receives [ codewords
where [ > k or | < (n — k)/2, the pairwise key can be successfully set up, since all
multipath to the neighboring zone is restricted by 2 hops. Thus, the communication
overhead is only doubled compared to one-hop communications. In addition, the
total communication overhead is also proportional to the number of paths.

8.3 Storage Overhead

Our proposed RKP-PKE scheme utilizes the key predistribution scheme proposed
by Blom [Blom 1985] (for detailed description, see Appendix A). The scheme is
built on two matrices: a publicly known matrix G of size (A 4+ 1) x N; a secret
matrix D of size (A + 1) x (A + 1) created by key distribution center. The matrix
A of size N x (A + 1) is then created as A = (D - G)T. Each row of A is the
keys distributed to a sensor and the row number can serve as a sensor’s id. Our
approach requires each sensor to select T key spaces (see section 4.2.1). Thus, a
sensor is required to store m = (A + 1)7 keys that are used to set up pairwise keys
within its zone, where X is restricted by n, = Aw/7. For example, if 1 =2, w =7,
and n, = 100, then A = 29. In addition to the keys selected from the key matrix
A, each sensor is required to install at least one shared key with a unique sensor
in each of its neighboring zones. The maximum number of neighboring zones is 8.
Thus, the total number of keys that are needed to be preinstalled in a sensor is

given as:
n,T
= ([55]2)
w

where 7 is the number of neighboring zones and « is the number of keys preinstalled
for each pair of neighboring zones for a sensor. For all our analysis, we use the
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following parameter setting: v = 8, « = 1. Thus, the storage requirement for a
sensor is m = 68.

Unlike the P-RKP scheme proposed in [Eschenauer and Gligor 2002] which re-
quires m = 272 to fulfil p; = 0.5238, our scheme requires m = 68 which is much
less. For the scheme specified in [Du et al. 2004], to achieve the p; = 0.5238, it
requires 72 keys preinstalled for each sensor, which is a marginally higher than our
scheme.

Our approach is similar to the group key based solution proposed by Liu et
al. [2005b]. In [Liu et al. 2005b], the key predistribution is based on a two-
dimensional group structure where two instances of key distributions D and D’
are applied to the vertical structure and horizontal structure, respectively. Thus,
the storage requirement equals to the summation of key storage required by both
D and D’; and we have |D| 4+ |D’| = m, where m is the maximum storage al-
located for storing keys. In our approach, we assume D is the SK-RKP scheme
and D’ is a deterministic key predistribution approach which requires the constant
number of keys (i.e., < 8) to be installed; and we have the relation |D| + 8 = m.
Since |D| & |D’| in [Liu et al. 2005b], our approach saves approximately 50% space
when the group size is large. This advantage is due to the pre-known deployment
information of our approach.

8.4 Computational Overhead Analysis

The computational overhead arises mainly from the secure group key scheme in-
troduced by SK-RKP scheme. In our schemes, we reduced the computational over-
head significantly as compared to the SK-RKP schemes proposed in [Liu and Ning
2003a; Liu et al. 2005; Du et al. 2003; Du et al. 2005] that do not use the location
information. For example, by using the SK-RKP scheme without using location
information, for m = 200, 7 = 2, and A = 100, to derive a pairwise key, the total
number of required modular multiplication operations is 200 (for the detail descrip-
tion of pairwise key establishment scheme refer to [Liu and Ning 2003a; Liu et al.
2005; Du et al. 2003; Du et al. 2005]). In our scheme, we only need to guarantee
the local connectivity within a zone. We reduce the number of keys preinstalled in
a sensor (see the analysis presented in section 8.3). If we restrict the number of sen-
sors within a zone to n, = 100, then A\ = [n,7/w] = 29 where w = 7, 7 = 2. Thus,
the number of required modular multiplication operations to derive a pairwise key
is only 58.

Finally, we note that public key cryptography algorithms (such as ECC and RSA)
have been implemented in sensors. A general technique to improve the performance
of public key algorithm is to reduce the Hamming weight of a multiplier (an ex-
ponent in RSA). According to [Ko¢ 1994], the average number of multiplications
involved by RSA scheme is 2(k — 1), where k is the number bits of an exponent.
Thus, for 1024-bit RSA scheme, it requires about 1535 modular multiplications. Ac-
cording to Gura et al. [2004], in a projective coordinate system, a point addition
requires 9 multiplication and 5 squaring operations, and point doubling requires 4
multiplication and 4 squaring operations as the most expensive operations. If we
assume that the average number of multiplications of a point addition requires 5
multiplications, for a 160-bit ECC point multiplication operation, %(k— 1)-5=1193
modular multiplications are required. Thus, public key based schemes involve more
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computational overhead compared to our proposed approaches.

9. CONCLUSION

We have proposed a five phase RKP-PKE solution to counter various sensor network
attacks. Our approach has benefitted from three schemes: the A-restricted SK-RKP
scheme, multiple group/zone sensor deployment, and a Reed-Solomon code-based
k-path PKE protocol. We utilize the initial threshold of the SK-RKP scheme and
the unique relation between key ring ¢d and predistributed keys to guard against
selective node capture and node fabrication attacks. RKP-PKE schemes are vulner-
able to insider attack. We utilize the multiple groups/zones to restrict the insider
attacks within a relative small range; and we use the multiple node-disjoint-path
PKE protocol and fault-tolerance coding scheme (Reed-Solomon codes) to improve
the system resilience to insider attacks.

RKP-PKE schemes have been studied extensively in recent years, but it is still in
its infancy stage since many security and implementation problems have not been
solved yet. For example, an insider attack is still the biggest threat for RKP-PKE
schemes and no efficient solutions have been found to prevent it; a comprehensive
study of multipath coding schemes is required; anonymity issues of wireless sensor
networks; secure rekeying and node replenishment need to be studied; various sensor
deployment methods—hybrid sensor distribution patterns—need to be studied; no
PKE protocol prototype has been built and the security services of PKE protocol
such as confidentiality, integrity, and authenticity are still unclear. It is hoped that
this work can serve as an elicitation for researchers interested in further investigation
into this vital area.
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Appendices

A. STRUCTURED KEY-POOL RANDOM KEY PREDISTRIBUTION SCHEME

SK-RKP scheme is a modified version of P-RKP scheme. The main differences are
the key pool structure and key discovery method. Unlike in P-RKP schemes, in
SK-RKP scheme, each sensor is preloaded with a unique set of keys in its memory.
The key discovery is not simply finding a shared key with the neighboring sensor,
but using a set of polynomial variables (constructed by the keys possessed by the
sensor) to derive the shared key. In addition, the key id can serve as the sensor id
which is linked to the set of preinstalled keys.

The SK-RKP scheme uses the key predistribution scheme proposed by Blom [Blom
1985]. This scheme allows any pair of nodes in a network to find a pairwise key
in a secure way as long as no more than A\ nodes are compromised. The scheme is
built on two matrices over a finite field GF(q): a publicly known matrix G of size
(A+1) x N; a secret matrix D of size (A + 1) x (A4 1) created by key distribution
center. The matrix A of size N x (A + 1) is then created as A = (D - G)T over the
finite field GF(q). Each row of A is the keys distributed to a group member and
the row number can serve as a sensor’s id. Since K = A -G is a symmetric matrix,
nodes 7 and j can generate a shared key (K;; or Kj;) from their predistributed
secrets, where K; is the element in K located in the ith row and jth column.

A key pool is constructed by many key spaces, represented by A®) where t =
1,...,w. Each sensor randomly selects 7 key spaces out of w key spaces, where
T < w. If sensor k selects key space A, the kth row of A® and kth column of
G are preinstalled in the sensor (note that the G matrix is unique). The SK-RKP
scheme has following properties:

—Once two nodes 7 and j have keys preinstalled from the same key space A®), they
can derive a shared key Kf;) = Kj(f)

—1If x rows of a key space A" are predistributed to z sensors and z < \, any subset
of the x sensors cannot collude to derive the secrets in other sensors.
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—The id of a sensor is represented by the row number of the key matrix A. No other
sensor can impersonate this sensor, since the row of A is uniquely distributed to
this sensor.

The technical details refer to [Liu and Ning 2003a; Liu et al. 2005; Du et al. 2003;
Du et al. 2005].

B. MULTI-PATH ALGORITHMS

ALGORITHM B.1 ENCODING OF RS CODES.
1. let m(z) = mo + mix + --- + my_12"~1 be the message polynomial to be

encoded, where m; € GF(29) and k =n — 2t.
g(z) = (z+a)(z+a?) - - - (x+a?) is a publicly known generator polynomial,
where g; € GF(2%) and g(x) has a,a?,...,a?" as roots.

2. Dividing z**m(z) by g(z), we have x*'m(z) = a(z)g(x)+b(x), where b(x) =
bo + b1z + - -+ + boy 12271 and b(x) is the parity check polynomial.
Then c(x) = b(x) + 2% is the codeword polynomial for the message m(x)

ALGORITHM B.2 DECODING OF RS CODES.

1. cl@)=co+ciz+ - +cp1a" !
r(r) =ro+ra+ - +r,_ja"!
e(x)=egtex+--+e, 1z
where ¢;, 1, e; € GF(29), r(x) is received codeword, and e(x) = r(z) — c(x)
is the error polynomial, where e; = r; — ¢; is a symbol in GF(29).

2. Suppose e(x) has v errors at the locations; then, e(z) = ej, 27 + ej,x72 +
cee 4 ejul'j“-
Faulty path can be identified by evaluating S; = 1(z)|gea: = 7(at), i =
1,....2, if Si #0.

n—1

The error-location numbers are X;, = o', X, = ad2,--- | X, = o
Using Forney’s algorithm [Wicker 1995], the error values are Y; = ey,
l=1,...,v.

3. To recover the the original message c(x), we have c(x) = r(z) — e(x).

C. SENSOR COVERAGE - WITHIN THE SAME ZONE

The covering area of sensor [(4,7),b] in its zone Z(i,j) is shown in Figure 10(a).
We can further divide the zone into 4 areas. The sensor coverage in these 4 areas
are horizontally and vertically mapped to each other. Within a small area, there
are two scenarios that shown in the Figure 10(a).

In the first scenario (shown the sensor is located at the position (x1,y1)), the

distance between the origin and the sensor is /2% +y? < R. The coverage is
composed by a sector with the angle 6; plus two triangles (the shaded areas).

The 6; = %w — sin~? % — sin~? %, where, A; —y; = /R?—2?, and

Bl — X1 = \/Ff2 —y%.
The coverage (the shade area) of sensor [(4, ), b] in zone Z(i, j) is represented as
Cl(i,j) and it is computed as follows:

. 1 0
Co(is (@ yn) = T11 + B [1(A1 —y1) +y1(B1 — 21)] + 5132-
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Fig. 10. Zone coverage among different zones.

In the second scenario (shown the sensor is located at the position (x2,y2)),

the distance between the origin and the sensor y/z3 +y3 > R. The coverage
is composed by two triangles (AAzAs0, AByBso) and two sectors with angles 6

and 03. The 0 is given as 6 = 5 — sin™! % —sin! LRA“. The 63 is given as
03 = %w—sinfl % —sin~? %. The 64 and 05 are given as 6, = 2sin™~* %

and 05 = 2sin~! %, respectively. We note that yo — Az = A —yo = \/ R% — 23

and xg — By = Bs — 22 = y/R% —y3. The coverage (the shade area) of sensor
[(i,4),b] in zone (i, ) is represented as CZ(i,j) and it is computed as follows:

Ir%[l“2(A2—143)4-3/2(32—Bg)]—k%lf2 < R,y<R

Bl - {0 S
22 I§y2(Bg—B3)+%Rz x>Ry<R

(mR? ,x> R,y > R.

D. SENSOR COVERAGE - IN DIFFERENT ZONES
D.1 Zone Coverage C(i,57)

Shown in Figure 10(b)-(a), we first compute the area of the triangle AA3A;b =
%(|A1A2|+|A2A3|)|A2b|, Where |A1A2| =V R2 — $2, |A3b| =

[A245] = e, and | 42| = VIA4sb]2 — [A2 452,
The area of triangle AAzoB; = §|Bio||Aso|, where |B1As| = R — | Asb|, |Aso| =
y — |A2As|, and |Byo| = \/|B1 43| — |As0]2.
The area of sector B/lb\Al = %RQ, where /A3bAs = sin™! (%), /A2 A1b =
sin™' (%), LA1bAy = § — LAy Asb, and LA1bBy = £ A1bAg + £ AgbAs.
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Thus, the shade area C(i,57) is given as:
Cb(i,j_)|(z_’y) = B1bA; + AB1Az0 — ANA3A1b

=T (Y) —n (£)] -2 ( 7 Riy_y)

+1 Ty R R Yy
2 \' T R 2 ) V" JrR_g)

D.2 Zone Coverage C(i*,j™)

Shown in Figure 10(b)-(b), we first compute the area of sector B4bA4 = 7’52 . Then,

— in—l(x
we can derive the following relations: the area of sector B1bA, = e 2(R)R2; the

area of triangle AbB; B3 = % R? — y2y; the area of sector m = %RQ;
the area of triangle AbA; A3 = %\/Wx The shade area C(i™,j7) is given as:
Co(i™, 57 ) ()

— BibAs — BibAy — AbB1 By — BibAs — AbA; Ay + zy

= T e (4) s (5)] - 3 (aV = 4 /B )
D.3  Zone Coverage C(it,j)
Shown in Figure 10(b)-(c), we first compute the area of triangle ABsB1b = 1 (| By Ba|+
| By Bs|)| B2b|, where | B By| = \/R% — 42, | Bsb| = o eE = Tt |B2Bs| =
s, and |Bzb| = \/|Bsb|> — | B2 Bs|?.

The area of triangle AB3oA; = %|A;0||Bso|, where |41 B3| = R — | Bsb|, | Bso| =
o — |BaBs|, and |Ajo| = \/| A1 Bs|2 — | B3o|2

The area of sector EB\l = %wlﬁ = %RQ, where / BybBs = sin™! (%),
[ByBib=sin"" (%), /B1bBy = 5 — /ByB1b, and /B1bA = /B1bBs + / BybBs.

Thus, the shade area C(i1, j) is given as follows:

Cb(i+7j)|(;v7y) = AbB1 + ANA1Bso — AB3B1b

- B [ (3) - ()] 5 (VR )

)

L (x_L> (R_L)_(x_i).
2 R2 — 2 R2 — ;2 R2 — 2
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