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Abstract

In this paper, we present a secure group key management scheme for hierarchi-
cal mobile ad-hoc networks. Our approach aims to improve both scalability and
survivability of group key management for large-scale wireless ad-hoc networks. To
achieve our goal, we propose the following approaches: (1) a multi-level security
model, which follows a modified Bell-La Padula security model that is suitable in a
hierarchical mobile ad-hoc networking environment, and (2) a decentralized group
key management infrastructure to achieve such a multi-level security model. Our
approaches reduce the key management overhead and improve resilience to any sin-
gle point failure problem. In addition, we have developed a roaming protocol that
is able to provide secure group communication involving group members from dif-
ferent groups without requiring new keys; an advantage of this protocol is that it
is able to provide continuous group communication even when the group manager
fails.

Key words: Security, Group key management, Hierarchy, Ad-hoc Network,
Many-to-many group communication.

1 Introduction

A Hierarchical Mobile Ad-hoc Network (HMANET) architecture is formed
by multiple groups in a hierarchical network structure in which each group
consists of multiple mobile nodes. The HMANET architecture has been ex-
tensively studied [1–3]. In this paper, we focus on the security aspect of the
HMANET architecture, especially on developing an efficient secure group key
management scheme. It may be noted that wireless mobile devices usually
have limited energy capacity, which restricts their communication abilities [4].
Thus, compared to the fixed network infrastructure, an efficient group keying
scheme in an HMANET that can address reduction of both communication
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and computation overhead is desirable. A critical issue in key management
in the HMANET framework is whether a scheme allows movement of mo-
bile nodes from one group to another without unduely increasing overhead,
which impacts power consumption cost. Furthermore, in a real-time applica-
tion environment, a device that is visiting another group should be able to
communicate without unduely incurring heavy key establishment cost.

In this paper, we focus on a HMANET environment in which devices (i.e.,
users with devices) may frequently move from one group to another. We have
developed a keying scheme that allows such movement without requiring a new
key generation and establishment for each communication session. To reduce
both communication and computation overhead of group key management
schemes for HMANET, we present a shared-key-based group-key management
scheme in which the group key management includes two phases: 1) a key
predistribution phase and 2) a group communication phase. In order to discuss
these phases, we first introduce a few terminology: an add means a new user
becomes a member of an existing group; this is distinguished from a join when
a group member joins an existing group/subgroup communication session.
When a member leaves a group permanently, we refer to it as a delete or hard
eviction; if a member leaves an existing group communication session, it is
referred to as a leave or soft eviction.

It is assumed that each group forms initially with a stable group population
for which a key predistribution phase is initially invoked. In each such group,
a group manager is assumed to be in charge of the key distribution for its
group. If a new user is added to an existing group, then a new key distri-
bution is invoked; this is not to be confused with a user from another group
visiting an existing group. To avoid frequent key predistribution, a group can
be formed that allows some empty slots. For instance, suppose a group is of
size 50, but is anticipated to grow to 60 soon; in this case, the group can
be started with 60 slots in our group keying scheme, so that the empty slots
can be filled with if a new user is added to the group, yet not requiring an-
other key distribution unless the group size actually goes over 60. It should be
noted that key predistribution is not required for the following three cases: 1)
a subset of existing group members need to communicate impromptu for a se-
cure subgroup communication session, 2) a member is to be excluded from an
existing communication session, and 3) a member is involved in multiple sub-
group communications simultaneously (subgroups can be overlapped). This
three scenarios fall under the communication phase and operations involved
fall under join or leave, as defined earlier. Furthermore, our keying scheme
has the property that a user can be in multiple sub-group communications
sessions without requires news keys.

It may be noted that a hierarchical group structure improves the scalability
of key management for large-scale heterogenous MANETs. The drawbacks of
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a hierarchical structure are: 1) it reduces the flexibility of the group forma-
tions, and 2) it requires an additional mechanism to handle roaming of group
members. For example, a mobile user may travel to other groups and might
not be able to set up communication back to its original group members, or
if the group manager fails, then a new group manager needs to be assigned
either by the higher level nodes or elected by other group members. To solve
such issues, we present a source-routing-based roaming protocol which uti-
lizes a computational efficient multicast-tree encoding scheme using Prüfer
sequence [5].

We next comment on security policy. The Bell-La Padula (BLP) confiden-
tiality security model provides a basis for us to build a security model for
HMANET [6]. Briefly, the BLP model describes a secure computer system ab-
stractly, without regard to the system’s applications. Our hierarchical struc-
ture follows a modified Bell-La Padula confidentiality security policy model
to accommodate a distributed hierarchical environment; in this model, the
key derivation relation is downward in which the higher level group members
can decrypt the lower levels’ ciphertext. We address applicability of the BLP
model from its abstract form to the secure group key management framework
in an HMANET environment.

1.1 Related Work

Several secure group communication key management schemes have been pre-
sented in the past decade. The previous work can be broadly classified into dis-
tributed schemes and centralized schemes [7]. The most well-known distributed
scheme is the Group Diffie-Hellman (GDH) method [8–10]. This approach re-
quires a linear number of expensive public-key operations, while there have
been efforts to reduce the number of public-key operations [8,11]. However,
due to the computational overhead imposed by public-key operations, each
user needs to negotiate with its communication peers to maintain the com-
munication group. In general, this class of schemes is not suitable for delay
sensitive and real-time interactive applications.

Centralized secure group communication keying schemes (which are all non-
public key solutions) have been approached by two different research commu-
nities: one from the information theory community, and the other from the
Internet community. In the approach that stems from the information theory
community, the key pre-distribution scheme (KPS) plays a critical role [12,13].
KPS requires a trust authority to distribute secret information before group
communication; then during group communication, only privileged subsets
(pre-specified) of participants are able to compute certain keys. For instance,
the Broadcast Encryption Scheme (BES) [14] consists of a key pre-distribution
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phase, followed by a broadcast message which is to be decrypted only by a
privileged subset (pre-specified) of participants. In the approach that stems
from the Internet community, the framework oriented schemes (FOS) [15–18]
is a popular scheme, which uses hierarchical group relations to set up group
keys. FOS can be either a single flat group under one management center or
multi-level groups with multiple group management centers. For instance, the
Key oriented schemes (KOS) use key derivation relations to build up the key-
ing scheme. Group members use their secrets to generate the desired group key
(See [19–22]). Centralized scheme requires the key server to be always online
to maintain the group changes. In our previous work, we have shown that the
group management overhead is prohibitively high if the group member join or
leave during the communication phase is frequent [23].

Approaches such as key predistribution and pairwise key establishment schemes
(e.g., [24,25]) have been proposed in recent years for sensor networks. A set
of secrets are preinstalled in each sensor before deployment. After they are
deployed, each sensor can set up pairwise keys with its neighboring nodes. Al-
though the key distribution mechanism is somewhat similar to our approach,
the goal is different. We target to set up all possible subgroup keys instead
of pairwise keys such that during the communication phase there is no key
verification cost—a desirable property for real-time interactive applications.

Basagni et al [26] proposed a shared key based solution for key management in
large scale ad hoc networks. Their approach assumes that each mobile node is
a good node and behaves properly. By combining mobility-adaptive clustering
and an effective probabilistic selection of the key-generating node, a shared
key is periodically updated among all mobile nodes.

Rhee et al. [27] have presented a secure group key management architecture
in HMANET environment. They create two levels of groups: a cell group
located at the bottom of the hierarchy uses centralized group key management,
and a control group located on top of cell groups uses distributed group key
management. In each cell group, the group key management is managed by the
group manager, which is not suitable for frequent subgroup formation/deletion
and delay sensitive applications. In addition, the group member migration will
invoke heave public key operations.

In current research literature, there are no security models for the HMANET.
In a hierarchical structure, the Bell-La Padula (BLP) security model [28,29]
is a possible choice. However, the BLP security model was originally designed
for computer systems, not distributed hierarchical networks. Although, the
BLP model has been extended to traditional multi-level secure message sys-
tems [30], its suitability to the HMANET has not be addressed so far.
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1.2 Contributions

Our work focuses on the following directions in a HMANET framework: 1) we
present a multi-level security model, 2) we have developed a hierarchical se-
cure group keying scheme to decentralize the group key management overhead
to multiple group managers, and 3) we present an inter-group roaming proto-
col for inter-group key management to improve the survivability when group
managers fail or members from one group roam in another group. Specifically,
we present a unique solution by integrating the group keying and group man-
agement within a hierarchical networking framework that allows scalability of
group key management.

We also discuss how our approach is applicable to the BLP confidentiality se-
curity model. In each group, the group keying scheme follows the same group
formation structure. As a result, the group keying scheme can be applied to ev-
ery group in the multi-level hierarchical group structure. A second advantage
is that due to the decentralized group management structure in HMANET,
our approach is resilient to any single point failure problem. In addition, our
roaming protocol is able to provide secure group communication for group
members in different groups and it is able to provide continuous group com-
munication when a group manager fails. We present performance assessment
of our scheme to support our claims.

1.3 Organization

The rest of the paper is organized as follows: In Section 2.1, the HMANET
architecture is presented along with the security model and the attack model.
In Section 3, the hierarchical group key management keying scheme and the
roaming protocol are described in details. The performance issues are given in
Section 4. Finally, we summarize our work in Section 5.

2 HMANET: Architecture, Security Model, and Attack Model

2.1 Overall Architecture

We first describe the hierarchical mobile ad-hoc network architecture. It con-
sists of three levels: root level, mobile backbone network level, and mobile user
network level; in each level, there can be multiple nodes. Thus, we can envision
a root network followed by multiple mobile backbone networks (MBNs), which
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Fig. 1. Group architecture of hierarchical Ad-hoc networks.

is associated with a node in the root network; in turn, a mobile user network
(MUN) is associated with each MBN node. For example, MBNs can be based
on unmanned ariel vehicles (UAVs). The general architecture is depicted in
Fig. 1. In order to identify the entities and group structure of the HMANET,
we use a dot notation. A dot separates two neighboring levels, the higher level
on the left and the lower level on the right. A notation always starts from the
root level. For example, as shown in Fig. 1, we use n(i) = n1.n2.i to repre-
sent an MUN node in a three-level hierarchy, where n = n1.n2 can be used to
identify the group where the node i locates.

Root level. At the top of the hierarchy, a root node is associated with an MBN.
The root node can provide the shared beam to its MBN nodes to maintain
connectivity for one area of operations in lower levels. In Fig. 1, the root-
node group is represented as G(∗); a root node has the highest computation
and communication power among all mobile nodes in the system; we assume
that the root node cannot be easily compromised. Due to the highest security
level of root-level nodes, encrypted messages sent from lower-level nodes can
be decrypted by the root level nodes, and messages encrypted and sent by a
root level node cannot be decrypted by lower-level nodes. In our multi-level
security model, which is discussed later, designated nodes at each level are
assumed to be trusted entities at their levels.

MBN level. Multiple MBN nodes form a control group. We assume that MBN
nodes have more communication and computation power than MUN nodes.
Each MBN node can set up a direct wireless link with the root level nodes.
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Multiple MUN nodes and at least one MBN node form a cell group in the
hierarchical group structure where the MBN node acts as the group manager
for a set of MUN nodes. In Fig. 1, the control group is represented as G(n),
where n is the group number.

MUN level. MUN nodes are mobile devices that have limited computation and
communication capabilities. The communication among MUN nodes can be
set up directly if they are located within each other’s communication range. If
an MUN node cannot set up the wireless links directly to its group members,
it can set up multi-hop wireless connections via its group manager.

It may be noted that a member of an MUN might move or travel to another
MUN or MBN. This member must be able to still communicate with its sub-
group in its native network on a real-time basis without authenticating every
time. Thus, an inter-group secure group management scheme is necessary that
allows the roaming capability.

2.2 HMANET Security Model

An important issue for the HMANET is the security model. This, in turn,
is related the secure group communication. In this section, we present the
security model that extends Bell-La Padula security model for HMANET. We
further describe how security is enforced. We then present the attack model
that can be addressed by our secure group scheme, followed by how roaming
is architected.

2.2.1 Multi-level Security Policies

In the hierarchical structure presented in Fig. 2.1, the key derivation relation
is downward and thus the higher level group members can decrypt the lower
levels’ ciphertext. We define subjects as mobile users and objects as data (or
messages). Compared to multi-level security model [28], we map the rights
decrypt to read, encrypt to write, and key generate (for group members) to
execute. We can define the dom (dominates) as follows:

Definition 1
(1) The security level (L(ui), P (i)) dominates the security level (L(uj), P (j))
if and only if L(uj) ≤ L(ui) and P (i)⇒ P (j).
(2) The security level (L(ui), P (i)) dominates the security level (L(C), K) if
and only if L(C) ≤ L(ui) and P (i)⇒ K.

In the definition 1-(1), security levels of ui and uj can be represented by dot
notations n(i) and n(j), respectively; we define n(i) dom n(j) if and only if
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n(i) ⊂ n(j) (e.g., n(i) = n1.n2 and n(j) = n1.n2.n3). P (i) ⇒ P (j) represents
that the user ui can generate P (j) from his/her preinstalled secrets set P (i).
The dot notation is defined similar to the compartment or categorization of
a subject or an object in BLP model. In the definition 1-(2), L(ui) is the
ciphertext receiver’s group level (is represented as the dot notation n(i)); L(C)
is the encryption level of the ciphertext by using the set of keys K; P (i)⇒ K
represents that the user ui can derive at least one key in K from his/her
preinstalled secrets set P (i), where the C is encrypted by the keys ∈ K.

The least upper bound (LUB) of the HMANET is the root node (denoted
by u0) of the hierarchical structure, i.e., (L(u0), P (0)) dominates (L(ui), P (i))
and (L(C), K) for any user ui, ciphertext C, and key set K. Due to the
decentralized hierarchical structure of HMANET, the greatest lower bound
(GLB) does not have meaning when two users are located in different groups.
This is because they cannot derive a shared key without the help by each
other’s group manager to decrypt a ciphertext. Within a group, the GLB is
the ciphertext encrypted by the group key (L(C), K(G)), where G is the group
and ∀ui ∈ G, (L(ui), P (i)) dominates the security level (L(C), K(G)).

The definition 1-(1) of dom tells us if a user dom another group member,
he/she must be able to derive all the secrets possessed by that group member;
the definition 1-(2) of dom tells us if a user dom a ciphertext, he/she must
be able to derive at least one encryption key used to encrypt the ciphertext.
Then, we can have the following simple security conditions:

• Simple Security Conditions:
(1) ui can decrypt ciphertext C if and only if ui dom C and ui has discre-
tionary decrypt access to C.
(2) ui can distribute secrets set P (j) to uj if and only if ui dom uj and ui

has discretionary key distribute access to P (j).

Based on the above described hierarchical encryption policy, it is easy to see
that the trust relations of the security model are from the bottom level to the
top level. As shown in Fig. 2.1, the root level nodes are the group managers
of control groups. They are responsible for distributing keys to MBN nodes
in the MBN level and they can also derive the group/subgroup keys used in
the MUN level. An MBN node is the group manager of a cell group, it is
responsible for distributing keys to MUN nodes in its cell group. A group
manager hosts a cluster rooted by itself, however it cannot derive secrets used
in other clusters. This means that any group member dominates the lower
level group members within the same cluster. For example, as shown in Fig. 1,
node 1 creates a cluster rooted from itself. Node 1 can derive keys used in
groups G(1), G(1.1), G(1.2), and G(1.3), but it cannot derive keys used in
groups G(2), G(2.1), G(2.2), and G(2.3).
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Compared to the write policy of BLP security model [29], we define the fol-
lowing property to prevent a higher level from encrypting and sending data
to a lower level.

• *-Property (Star Property): ui can encrypt plaintext T by using P (i)⇒
K if and only if L(ui) ≤ L(T ) and P (j) ; K when L(P (j)) < L(P (i)),
and ui has discretionary encrypt access to T .

2.2.2 Security Enforcements

Our multi-level security model is composed of multiple clusters rooted by
each root level nodes. The clustering structure regulates the key derivative
relations following the hierarchical framework of an HMANET. To enforce
the simple security conditions, due to the hierarchical key derivative relations,
our secure keying scheme allows a higher level node ui to decrypt the cipher-
text C sent from a lower level node uj when (L(ui), P (i))dom(L(C), K) and
(L(ui), P (i))dom(L(uj), P (j)). The dominating scope of the node ui is the
cluster structure rooted from ui (see Fig. 2.1).

The star property mentioned earlier prevents the higher level group members
to encrypt data using lower-level group keys. We solve this problem by intro-
ducing trusted entities (i.e., the group managers or leaders). Thus, to enable
a higher level group member to encrypt down, we rely on the group manager
who distributes keys to his/her immediate lower-level group members. For ex-
ample, as shown in Fig. 2.1, if node 1.1 wants to send an encrypted message to
node 1.2.1, the encrypted message (using the same level group key) must be
checked by the group manager 1.2 for sanitization, and then 1.2 re-encrypts
the message using the same level group key and sends it to 1.2.1. Due to the
cluster structure, 1.1 cannot derive the shared key used by node 1.2.1.

There are two situations in which the right to encrypt is possible following
the star property:

(a) If L(ui) = L(T ), ui can use any subgroup key to encrypt the message
T within the same security level.

(b) If L(ui) < L(T ), ui must use key ki0 to encrypt the message T .

Here, key ki0 is the i-th initial key element to derive a sequence secrets (see
Section 3.1 for the construction of group keys); it can be derived only by the
group manager (i.e., the trust entity), the group manager can use a higher level
key to re-encrypt the message. In this way, we can allow a lower level group
member to encrypt the message at a higher level. Note that in an HMANET
environment, the message originator must specify the security level of the
message. This can be achieved by specifying the destination node id n(i),
where the group number n is the security level (i.e., the group id) of the
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destination node ui.

2.3 Attack Model

We next consider the attack model for which we assume the following: (1)
lower level group members are more prone to be captured than higher group
members; (2) the higher level communication equipment are tamper-proof
devices. The adversaries cannot easily derive the set of secrets preinstalled in
the devices. Thus, the adversaries can be either compromised devices at the
lower levels or malicious higher-level members. The goal of the adversaries is
to breach the security model presented in Section 2.2.

For intra-group key management, the adversaries can share their predistributed
keys and try to compromise the group keys used by other subgroups that do
not include the adversaries. We refer to this attack as a colluding attack. To
counter a colluding attack, the deployed intra-group keying scheme should
provide the security feature such that a collection of compromised nodes will
gain zero information on uncompromised keys used by other subgroups. Such
a non-colluding property is achieved through our previous solutions proposed
in [23].

For inter-group key management, the attacks are HMANET routing attacks [31].
For example, the adversaries can: (i) spoof, alter, or replay messages, (ii) se-
lectively forward messages, (iii) deploy Sinkhole and Wormhole attacks, (iv)
deploy Sybil attacks, etc. In our attack model, these attacks aim to com-
promise our security model and they can be classified into three types: DoS
attacks, message disclosure attacks, and session-hijacking attacks. Our group
key management scheme and roaming protocol are vulnerable to DoS attacks.
Additional security framework to counter the DoS attacks should be deployed,
which is not our research focus in this paper. To prevent the message from
being disclosed and prevent session-hijacking attacks, end-to-end encryption
and authentication must be provided.

2.4 Roaming Among Groups

In HMANET, a flat group is originally assigned to a group member as the
group member’s home group; then, others are host groups (or roaming groups).
A mobile node may move out of the communication ranges from its home group
members; the group manager of a group may fail due to software or hardware
failure. In these scenarios, roaming protocols are used to maintain the con-
nections among group members. For example, as shown in Fig. 2 scenario 1,
node 1.2.1 moves out of the communication range of cell group G(1.2) and it is
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Fig. 2. Roaming among groups.

within the communication range of cell group G(1.1). Mobile node 1.2.1 needs
to set up secure tunnels to its home group G(1.2) via MBN node 1.1. One
possible secure tunnel is 1.2.1–1.1–1.2–1.2.2. In scenario 2, if MBN node 1.2
fails and group members cannot set up direct wireless links, a secure tunnel
1.2.1–1.1–1.3-1.3.2-1.2.2 can be set up.

In order to support secure and seamless roaming that involves minimal con-
nection setup delay, a roaming node is required to set up a secure key with
roaming group members before the roaming begins. This requires the MBN
nodes to maintain the network topology formed by control group nodes in
realtime. To this end, we can use topology-aware ad-hoc routing protocols,
such as TBRPF [32] or protocols based on positioning system enabled devices
(e.g., GPS devices), such as [33]. Based on the topology information of MBN
nodes in the system, each MBN node maintains a topology graph formed by
all MBN nodes and a neighbor list of the topology graph; e.g., Fig. 3 shows
that the neighbor list of node 1.5 is {1.3, 1.4, 1.7, 1.8}. To support roaming
among groups, each cell group G(m.n) maintains a roaming key denoted by
kv|G(m.n). Due to the multi-level security model, we require the end-to-end en-
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Fig. 3. Network topology of control group and neighbor list.
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cryption during roaming; the intermediate nodes can only help the roaming
nodes to set up security tunnels to their home group. Hence, a roaming key is
only used to prevent outsiders from disclosing the transferred ciphertexts. A
group manager (MBN node) exchanges its cell group roaming keys with other
group managers in its neighbor list. When a group manager receives a neighbor
group’s roaming key, it distributes the neighbor group roaming key to its cell
group members. Thus, when a host group’s member moves to a neighboring
group, it can use the roaming key to set up secure connections with its host
group members. In this way, we can use this proactive key agreement method
to reduce the key establishment time due to roaming by group members.

3 Secure Group Key Management for HMANET

In this section, we present our secure group key management scheme for
HMANET. This approach is built on our previous keying scheme for a flat
architecture [23]. Briefly, our extended scheme is a multi-level, multi-group
keying structure. In this scheme, each group member maintains the same
number of preinstalled keys and each group member can serve as the group
manager for a lower level group. We present two roaming protocols to solve
the roaming issues in a hierarchical secure multi-group communication envi-
ronment. We first briefly summarize a few details of the keying scheme for
a flat architecture [23] that is relevant for the describing the proposed new
scheme for HMANET.

3.1 Secure Group Keying Scheme for a Flat Architecture: An Overview

This scheme is for a single group with a stable population where a subset of
group members want to set up secure group/sub-group communication ser-
vices, without having the group key establishment for each instantiation of
a communication—thus, the scheme is suitable for real-time services, saving
on set-up delay. The scheme is based on two phases: a centralized key pre-
distribution phase and a distributed group communication phase. In the key
predistribution phase, a key distribute center (KDC ) distributes the keys (or
secrets) and index 〈key ID, user ID〉 to each group member, for example,
via offline methods. During the group communication phase, a group member
can derive subgroup communication keys from its predistributed keys without
relying on KDC without incurring set-up delay.

In order to reduce the storage overhead of a member, we build a key-forest
structure via multiple key chains. Each “tree” (a linear key chain) in the
key-forest structure represents a particular key derivative relations among all
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group members. A one-way function is used to construct a one-way function
chain, and subsequently, to form a key chain. A one-way function chain (OFC)
is a sequence of values with linear derivation relations among them, see Fig. 4.
For example, we use gj(·) to denote using g(·) on a message j times, i.e., gj(·)
can derive gr(·) when j < r.

Now set ki0 = Mi to represent the ith initial key element to derive a sequence
of secrets. For brevity, we do not differentiate a secret and the corresponding
key. A key is represented as kij = f(gj(Mi)) and f is a publicly known key
generating function. Thus based on the derivative relations of an OFC, we
have the following key derivate relations (i.e., a key chain):

ki0 → ki1 · · · → kij → · · · → kir , where 1 < j < r. (1)

The derivative relation of a key chain is from the head (ki0) to the tail (kir)
where ij can uniquely identify a subgroup composition. A keying example is
shown in Fig. 4, which is composed of 6 keys (r = 5). If we allocate a key to
each group member from uc to uc+5, each group member can derive its lower-
level keys. Then 6 subgroups can be formed via the key chain, denoted by
Si0 to Si5 . Note that these subgroups are non-colluding subgroups, in which a
subset of members cannot collude to derive the keys used by a given subgroup
unless at least one of colluding members belongs to that subgroup. It can be
shown that if there are n group members, we can systematically distribute a
unique subset of key elements from n(n−1)

2
key chains. Using the predistributed

key elements, each group member can derive a sub set of keys (denoted as set
K) to cover all possible subgroup compositions. On average, the size of K is
in the order of a sub-linear function of the subgroup size [23].

We utilize the following abstract presentations for group keying relations. We
define a user’s identifier as ui = n(i), where n(i) is the dot notation of the
group member identifier, 1 ≤ i ≤ G and G = |G(n)| is the flat group size (we
use flat group and group interchangeably). The group member ui holds a set
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of predistributed secrets represented as P (i). For a subgroup key, we present
the following definition:

Definition 2 The set of subgroup keys shared between user ui and the sub-
group members in S = {u1, . . . , us}, where |S| ≥ 2 and ui ∈ S, is represented
as K(n(i), S) = {k|∀j, {P (i)→ k} ∩ {P (j)→ k} 6= ∅, j 6= i, and n(j) ∈ S}.

Note that the set of shared keys can be derived from both P (i) and each
secret set in {P (1), . . . , P (s)} \ P (i). In particular, K(n(i), S) represents the
minimum number of keys that can be derived by ui to cover all subgroup
members in S.

During the secure group communication phase, a session key ks is used to
encrypt data and K(n(i), S) = {kij} are used as key-encrypting key (KEK ) to
fulfil desired subgroup composition where ij is used to identify the key element
location in a key chain, see (1). In this way, n, i, and set {ij|∀j ∈ S \ j} can
uniquely identify a subgroup composition and the corresponding subgroup
keys. Using the encrypting function E(·), we can encrypt data as follows:

〈[{ij |∀j ∈ S \ j}, Ekij
(ks)], Eks

(Data)〉, (2)

where ij is a key identifier, see (1), and ks is a session key. After receiving
the message, a receiver first checks the list {ij|∀j ∈ S \ j} to see if he/she
belongs to the subgroup. If he/she is involved in the subgroup, the receiver
can derive a proper subgroup key to decrypt the session key and then decrypt
the message.

We next discuss suitability of this scheme for group key management. Sub-
group formation and deletion are the main group management operations.
For example, as shown in Fig. 5, the directed arrow at the lower portion of
the figure represents the subgroup key derivative relations using the one-way
function. This approach has two primary benefits. First, a group member can
generate the group/subgroup keys without the help from its group manager.
Thus, once the key sets are distributed, the group/subgroup key negotiation is
unnecessary. This feature is crucial for delay sensitive applications that require
minimal group key setup delay. Second, the group key revocation is simple and
no additional group management overhead is required. This is because revok-
ing a group member is equivalent to generating a different subgroup key.

3.2 Multi-level Multi-group Secure Group Keying Scheme

We are now ready to describe our extended scheme. First, note that a hier-
archical group keying structure can be built using a one-way function. The
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Fig. 5. An example of key distribution for three group members within a flat group.

relation among different levels in the structure is in a top-down fashion. We
utilize the derivative relations of one-way function chains to build the hierar-
chical structure. In this way, the size of the pre-installed key set for each node
in the HMANET remains the same.

In order to explain our new scheme, we first present a simple example to illus-
trate the group key distribution scheme for a 3-member flat group composed of
u1, u2, and u3 (see Fig. 5). In this example, three keys are distributed to each
group member from three different key chains. Any two of the group mem-
bers can derive corresponding 2-member subgroup keys without the colluding
problem, as described in [23].

In an HMANET, each mobile node can create its own cluster and serves as
a group manager for a lower level group. The mobile node uses its predis-
tributed secrets (or keys) to generate lower level group members’ secrets (or
keys). Before generating a key set for a lower group member, the group man-
ager needs to regenerate its key set. We accomplish this step using a shuffle
algorithm, which is presented as Algorithm 1. Using the shuffle algorithm, the
key distribution as shown in Fig. 5 for flat architecture is essentially shuffled.

Algorithm 1 (Shuffle algorithm)

Input: for group manager ui,
{k}ui

= {k1, . . . , ki0, . . . ,kn}, where 1 ≤ i ≤ n.
Output: {k′}ui

= {k′

10
, . . . , k′

i0
, . . . , k′

n0
}

1 : Begin
2 : j = 1;
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3 : Loop k′

j0
= g(ki0,kj);

4 : if (j == n) goto End;
5 : j = j + 1;
6 : goto Loop;
7 : End

∗ Note: the subscript in kj represents the position in key set {k}ui
possessed

by user ui; it is not used to identify the key chain position described in (1). 2

After shuffling the original key set {k}ui
, the group manager ui derives a new

key set {k′}ui
. For example, before shuffling, u1’s original key set is {k}u1

=
{k10

, k21
, k32
}. After shuffling, u1 has the key set {k′}u1

= {g(k10
, k10

), g(k10
, k21

),
g(k10

, k32
)}, as shown in Fig. 6, where g is a publicly known one-way function.

Within the home group, k10
is unique for u1 and we call k10

as the key seed of
u1. In this way, the group manager u1 still uses the key set {k}u1

to communi-
cate the mobile nodes (u2 and u3) within its home group, while it uses the key
set {k′}u1

to generate the key sets for its controlled group members {u′

1, u
′

2, u
′

3}
in the lower level. Thus, lower-level group members can only collude to derive
the key set {k′}ui

but not the key set {k}ui
. It may be noted that the changes

of keys in a group manager’s key set {k}ui
affects only a limited number of

keys. For example, if the key set possessed by u3 is compromised by attackers,
they cannot derive the key k′

30
. This is because only u1 knows k10

and the
function g(k10

, k32
) prevents attackers from deriving the key k′

30
.

There are three important properties of the shuffling algorithm: 1) the shuffle
algorithm prevents group members from deriving group manager’s keys, 2)
shuffling the group manager’s key set can present “1 affects n” problem, i.e.,
it avoids requiring all group members key sets to be changed if one member’s
key set needs to be changed, 3) it allows to create the clustering hierarchi-
cal structure shown in Fig. 1, which follows the multi-level security model
presented later.

Since we want the ability of members of a group to roam to other groups,
and still be able to do secure group/sub-group communication, it is important
that the keying scheme allows that. This primarily depends on 1) how roaming
keys are distributed and 2) how group communication sessions are set up
among host groups and from a host group to a node’s home group. These are
addressed next.

3.2.1 Distributing Roaming Keys

The roaming key for group i is represented as ki
v. It has two restrictions: (i)

all group members in group i can derive the key ki
v easily; (ii) a roaming node

cannot derive extra key information of group i from the roaming key. As shown
in the example presented in Fig. 5, each group member can derive the group
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Fig. 6. An example of multi-level group key distribution for three group members.
The lower level groups managed by u2 and u3 are omitted.

key ki = g(k12
, k22

, k32
) in group i. We use one-way function g to generate the

roaming key for the group i: ki
v = g(ki). Thus, all group members in group i

can derive the roaming key ki
v and a host node cannot derive any group key

information of group i from the roaming key ki
v.

3.2.2 Roaming to Home Group

In Section 2.4, we discussed the scenario where a mobile node roams among
groups. One of the important research goals is to be able to set up a shared key
between the roaming node and host group manager with minimal key setup
delay (note that the shared key is only shared between the node, roaming
group manager, and home group manager). The established shared key can
be used to set up secure tunnels from the roaming node to the home group
manager. In order to provide roaming ability for group members, we present
a roaming protocol as summarized in Table 1.

Briefly, in our roaming protocol, time stamps (N1, N2, and N3) are used to
guarantee that the message is new; here function I is an incremental function,
e.g., “add 1”. In step 1©, roaming node i sends a request to host group man-
ager j. Then the request is forwarded to home group manager l in step 2©.
After verifying the request, the home group manager picks session key ks and
encrypts the session key by two pairwise keys: klj is shared between two group
managers and kli is shared between the roaming node and the home group
manager. The response from the home group manager is sent back to the host
group manager in step 3©. In step 4©, the host group manger forwards the
encrypted session key ks to the roaming node. Note that if a roaming node
does not have a direct connection with the host group manager, in step 4©, the
host group manager needs to distribute session key ks to its group members
that are intermediate nodes in the setup tunnel. If the host group manager
does not have a direct connection with the home group manager, the messages
in step 2© and 3© should also be encrypted/decrypted by the pairwise keys on
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each hop from the source group to the destination group.

3.2.3 Roaming Among Host Groups

In an HMANET, the MBN node may fail. In order to maintain the group
communication, each MUN node needs to be registered at the host group
manager and depends on the host group to connect to the rest of its home
group members.

As described in Section 2.4, we assume that an MBN node is running either
a topology-aware ad-hoc routing protocol or a positioning system enabled
device. Each MBN node knows the network topology at the MBN level. When
an MBN node fails, the rest of the MBN nodes will notice it immediately
and they are ready to accept the requests from MUN nodes in the failure
group. When an MUN node approaches a host group, it sends a request to the
host group manager. The request is protected via the host group’s roaming
key previously distributed via the MUN node’s home group manager. After
a roaming node sets up a secure channel to the host group manager, the
host group manager propagates the MUN node’s information to other MBN
nodes. After all MUN nodes have established secure channels in their host
groups, each host group manager creates a reachable member list based on
the information received from other MBN nodes and then forwards the list to
the MUN nodes in its group.

When a roaming node wants to communicate to a subgroup of its home group
members, it creates the message based on the encryption message presented
in (2) and sends the message to the host group manager by encrypting the
whole message via the group roaming key.

Table 1
Roaming Protocol between roaming node and its home group manager

node i host group MBN j home group MBN l

1©i||j||E
k

j
v
[i, l, Ekil

(N1), N2]
−−−−−−−−−−−−−−−−−−−−−−−→

2©j||l||Ekjl
[i, l, Ekil

(N1), N3]
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

3©l||j||Eklj
[l, i, Ekil

(I(N1)), ks, Ekli
(ks), I(N3))]

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
4©j||i||Eks

[l, i, Ekil
(I(N1)), I(N2)], Ekli

(ks)
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Eks
[src, dest,Eil[. . .]]

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

N1, N2, N3: time stamps; node#: node id; i, j, l: group id; ks: session key

f(): incremental function; E(): encryption algorithm; kil = kli, kjl = klj

k
j
v : roaming key of group j

18



Home group members may be located within multiple host groups. In order
to forward the message to proper host group managers, a communication effi-
cient multicast roaming protocol is required. We present a multicast roaming
protocol based on Prüfer sequence [5]. Using Prüfer sequence, we can signifi-
cantly reduce the multicast roaming protocol’s complexities in terms of both
communication overhead and operational overhead [33].

A high-level description of the multicast roaming protocol is as follows:

i. A roaming node uses derived subgroup/group key to encrypt the message.
ii. The roaming node encrypts the message again by using the group’s roam-

ing key. Together with the desired group member list, the messages are
sent to the host group manager.

iii. The host group manager decrypts the message by using the group’s roam-
ing key. Based on the desired group member list, the host group manager
creates a multicast packet by using Prüfer encoding algorithm to gener-
ate a Prüfer sequence; the derived Prüfer sequence is set in the multicast
packet header; and then the multicast packet is sent out.

iv. Based on the received Prüfer sequence and Prüfer decoding algorithm, an
MBN node makes decisions to drop or forward the multicasting message.
If the MBN node is one of destination nodes, it forwards the packet to
the corresponding receivers.

v. The receiver uses the corresponding subgroup/group key to decrypt the
encrypted message.

Prüfer encoding/decoding algorithms

The Prüfer encoding/decoding algorithms are as follows:

Algorithm 2 (Prüfer encoding algorithm) Let (i, j) represents the edge
between node i and j. The corresponding Prüfer sequence P of a tree T can
be obtained by the following steps:

i. Let node i be the lowest labeled leaf node of T and j be the node incident
to i; append j to the end of P from left to right.

ii. Remove node i and edge (i, j) from T ;
iii. Go back to step 1 until one edge is left. 2

Algorithm 3 (Prüfer decoding algorithm) For a Prüfer sequence P and
a set P ′ of eligible node labels not included in P , a unique tree T can be
obtained by the following steps:

i. Let i be the lowest integer of P ′ and j be the left-most integer of P . Add
edge (i, j) into T . Remove i from P ′ and j from P . If j does not occur
elsewhere in P , put it into P ′.

ii. Repeat step 1 until no element is left in P .
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Fig. 7. A Steiner tree for multicast group, rooted at MBN node 1.1.

iii. Now that there are exactly two nodes r and s left in P ′ , add edge (r, s)
into T . 2

The Prüfer encoding/decoding schemes are used when a node wants to com-
municate to multiple receivers in different groups, which is equivalent to mul-
ticasting a message to multiple receivers over a multi-hop network. Since an
HMANET has no fixed routers, all nodes are moveable and can be connected
dynamically in an arbitrary manner. We assume that the cost of each link in
the HMANET is assumed to be 1. We adopt Prim’s algorithm to compute a
minimum cost multicast tree, known commonly as the Steiner tree.

Earlier in the example shown in Fig. 3, we assumed that MBN node 1.1 receives
a packet for multicasting securely to multicast group MG = {1.1, 1.2, 1.5, 1.7, 1.8}.
Fig. 7 shows the network topology graph computed by node 1.1 when it re-
ceives the packet for multicasting. Source node 1.1 derives a Steiner tree with
6 nodes. Note that the node 1.4 is not a message receiver but it is in the
Steiner tree. Thus, we use gray color to represent node 1.4.

To illustrate the Prüfer encoding algorithm,, we note that node 1.2 is the
lowest labeled leaf node and node 1.1 connects to node 1.2. Using the Prüfer
encoding algorithm, node 1.1 becomes the first element of P and edge (1.2,1.1)
is removed from the graph. Next node 1.1 is the lowest leaf node with node 1.4
connecting to it. Append node 1.4 to P and remove node 1.1 and edge (1.1,1.4).
Repeat this process until only edge (1.5,1.8) is left and Prüfer sequence P =
(1.1, 1.4, 1.5, 1.5) is obtained (P ′ = (1.2, 1.7, 1.8) and P ′ is the set of nodes in
MG but not in P ). Thus, node 1.1 encodes the multicast tree with 6 nodes
as the Prüfer sequence (1.1, 1.4, 1.5, 1.5) of length 4. Prüfer sequence P and
its complement P ′ are put in the multicast packet header. When an MBN
node receives the multicast packet, it first decrypts the Prüfer sequence by
using Prüfer decoding algorithm. 1.2 is the smallest number in P ′ and 1.1 is
the leftmost number in P . We do the following: adding edge (1.1,1.2) to the
tree, removing 1.2 from P ′, and moving the leftmost integer 1.1 from P to
P ′ since 1.1 is no long exists in P . Thus, we can derive P = (1.4, 1.5, 1.5)
and P ′ = (1.1, 1.7, 1.8). Next, 1.1 becomes the smallest node in P ′ and 1.4
is the leftmost node in P . We do the following: adding edge (1.1,1.4) in tree,
removing node 1.1 from P ′, and moving 1.4 from P to P ′. In the third step,
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edge (1.4,1.5) is added to the tree and node 1.4 is removed from P ′. Finally,
edge (1.5,1.7) is added to the tree and only 1.5 and 1.8 are left in the P ′. We
then add the edge (1.5,1.8) in the tree. In this way, we can reconstruct the
Steiner tree shown in Fig. 7.

After reconstructing the Steiner tree, the MBN does the following:

Algorithm 4 (Prüfer sequence routing) i. If it is not in the sequence
and belongs to the multicast group and it is a leaf node of the Steiner tree,
it receives the packet, but does not forward it any further (e.g., node 1.2,
1.7, and 1.8).

ii. If it neither belongs to the multicast group nor is in the Prüfer sequence,
it simply discards the packet (e.g., node 1.3).

iii. If it is not in the multicast group but in the Prüfer sequence, it realizes it
is an interior node of the multicast tree, and it just forwards the packet
(e.g., node 1.4).

iv. If it is in the multicast group and Prüfer sequence, it realizes it is an
interior node of the multicast tree, and it receives the packet and forwards
the packet (e.g., node 1.5). 2

Using Algorithm 4, only the MBN nodes in the Steiner tree will forward
the received packets to the next hop. Thus, by using Prüfer sequence, the
communication overhead for group communications is reduced.

4 Performance Assessments

We present performance assessments from two perspectives: group key man-
agement (i.e., storage requirements, the communication overhead of group key
management, and the complexity of group and subgroup key derivation) and
the roaming protocol.

4.1 Performance Assessments of Group Key Management

We assume that the height of a hierarchical group structure is h and each
group has the same size n. In an HMANET network structure, there are two
extreme cases (see Fig. 8):

i. each group only has one immediate lower-level group; and
ii. each group member has one immediate lower-level group.

In general, these two cases address the lower bound and upper bound of the
corresponding performance metrics. Our following discussion is based on these
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Fig. 8. Group hierarchical structures: two extreme cases.

4.1.1 Storage Requirements

The biggest gain of our hierarchical group keying scheme is the reduction of
the storage overhead since the storage requirements of our hierarchical group
keying structure is independent of the size of the overall HMANET. For ex-
ample, if the number of keys possessed by each group member is determined
by the size of its home group, i.e., a flat group, the storage requirements of
the home group with n members is n(n − 1)/2 keys for both group manager
and group members, see [23]. Fig. 9 shows the comparison of the group key
size using 56 bits, 128 bits, and 160 bits. It provides a guideline to determine
the group size under certain memory and key size restrictions. For example,
if the storage is limited to 600 KB, then a group size of n = 419 can be easily
fulfilled with a 56 bits key size, but can only support a group size of n = 248
if the key size is increased to 160 bits.

If we increase the number of levels of a hierarchical group structure, the total
number of supported group members increases exponentially, while the num-
ber of predistributed keys for each group member remains the same. Using
two cases stated earlier, we derive the following Lemma:

Lemma 1 When each group has only one immediate lower-level group, the
number of supported group members is N = n · h; when each group member
has one immediate lower-level group, the number of supported group members

is N = n(nh
−1)

n−1
.

Proof 1 In the first case, the total number of supported group members in
each group is n. If the height of an HMANET is h, the total number of sup-
ported group members is N = n · h. In the second case, at the level h = 1,
we have n1 = n group members; at level h, we have nh group members. Ac-
cumulating the number of supported group members in all levels, the number

of members in an HMANET framework is N =
∑h

i=1 ni = n(nh
−1)

n−1
. Thus, the
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Fig. 9. Storage requirements for group members.

overall group size is between n · h and n(nh
−1)

n−1
, where n(n − 1)/2 number of

keys are preinstalled for each member. 2

4.1.2 Communication Overhead

To assess communication overhead, we assume that each group member has
the same probability to be selected as a receiver in the HMANET. For a
subgroup size L, we use T (L) to represent the average number of key messages
involved in each group and Ttot to represent the average number of total key
messages. In [23], we showed that T (L) can be modeled by the function a +
bL + cL ln L for a flat group, where a, b, c are constants.

Lemma 2 Assume that a subgroup member is equally likely with probability
p to be a member of any of the groups and the subgroup size is k. Then,
(1) For the first case: the average communication overhead Ttot(k) is given by:

Ttot(k) = h ·
k
∑

i=0

(

k

i

)

pi(1− p)k−iT (i), where p = 1/h. (3)

(2) For the second case: on the average, the total number of key messages is

Ttot(k) =
h
∑

i=1

ni−1 ·
k
∑

i=0

(

k

i

)

pi(1− p)k−iT (i), where p = 1/
h
∑

i=1

ni−1. (4)

Proof 2 We assume that each user has the same probability to be located in
each group. The subgroup size is denoted as k. The probability that a user
is located in a group is denoted by p. Then, the probability that there are i
members in a group is Pr(x = i) =

(

k

i

)

pi(1−p)k−i. Thus, the average number

of messages is Pr(i)T (i) when there are i subgroup members. The expected
number of messages sent to a group is

∑k
i=0 Pr(i)T (i). If the communication

system contains m groups, the overall average communication overhead is
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Ttot(k) = m
∑k

i=0 Pr(i)T (i) for a subgroup communication with size k. Thus,
we can derive the formulas (3) where m = h and (4) where m =

∑h
i=1 ni−1

in Lemma 2. The worst scenario is 2T (k) when k subgroup members are
evenly distributed in the HMANET and each group manager duplicates and
disseminates the messages to its group members. From [23], we know T (k) is a
sub-linear function of k. Thus, in the worst case, the communication overhead
is doubled in the HMANET compared to the flat group structure. However,
the number of supported group members increases as O(2h−1n) of a full key-
tree HMANET where h is the height of the key tree and n is the size of a flat
group. Thus the gain is substantial. 2

4.1.3 Complexity analysis of the group and subgroup key derivation

Recall that group and subgroup keys are derived from group member’s key
sets. Before the communication begins, a group member needs to know every
other group member. When a group member sends an encrypted message, it
needs to attach the key ids along with the encrypted message. Then a receiver
can derive the proper subgroup key to decrypt the message.

Note that the longest key chain is equal to the size of the group. If function g
is a one-way function and the subgroup size is k, the maximum required hash
operations for a subgroup member is k − 1 and the derivation complexity is
O(k). It has been shown that the generation of a hash chain has the complexity
of O(log2 n) (see [34,35]). We assume that every subgroup is formed with an
equal probability 1

2n
−1

; this implies that the probability of forming a subgroup

with size k is
(n

k)
2n

−1
. The average subgroup size is given by

∑n
k=1 k

(n

k)
2n

−1
. It is

easy to show that the average number of key-derivation operations is n/2.
By using the scheme presented in [34,35], it can be shown that the average
number of hash operations is ⌈log2 n− 1⌉.

We have conducted benchmark studies of various one-way function algorithms.
The benchmark is computed on an HP iPAQ 4700 pocket PC with 624MHz
Intel processor, and 64MB memory. Fig. 10 represents the plots for the CPU
processing time utilized by various hashing algorithms along with the increased
size of a subgroup (bottom-up: MD5-512, SHA-160,256,384,512; the numbers
after MD5 and SHA are the input size – bits). Note that the benchmark is
computed based on the average number of hash operations ⌈log2 n−1⌉ (a step
function). In an HMANET, deriving the corresponding keys also depends on
its height h. We can derive the following Lemma.

Lemma 3 When each group has one immediate lower-level group, the average
number of key-derivation operations is linearly proportional to the height of
the HMANET, i.e., h = N/n, where h is the height, N is the total number of
mobile users, and n is the size of a flat group. When each group member has an
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Fig. 10. CPU usage by hashing algorithms for Generating the encryption/decryption
keys.

immediate lower-level group, the average number of key derivative operations
is proportional to the height of the HMANET, i.e., h = logn N .

From this lemma, we can determine that the number of derivative operations
is between (logn N) · D and (N · D)/n, where D is the average number of
derivative operations within each group.

4.1.4 Remark

The HMANET structure is targeted to reduce the storage overhead for each
group member. However, with the increases in the number of groups and
the height of the hierarchical structure, the communication overhead and the
key derivative complexity do increase, i.e., a sub-linear function of a subgroup
size. Compared to the storage and communication overhead, the key derivative
complexity is not a major issue, since the height of an HMANET increases
slowly (in the order of logn N). Thus, there is a tradeoff in balancing the
storage overhead and the communication overhead.

4.2 Performance Analysis of Roaming Protocols

Roaming requires MBN nodes to maintain the network topology in realtime.
Topology-aware ad-hoc routing protocols, such as TBRPF [32] or protocols
based on positioning system [33] (i.e., using GPS devices) can build network
topology. Each MBN node will compute a multicast tree (i.e., a minimum cost
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multicast tree – a Steiner tree) by using heuristic algorithms such as [36,37].

Once the multicast tree is determined, an MBN node encodes the tree in a
Prüfer sequence. The derived Prüfer sequence is put in the header of the mul-
ticast packet. Using Prüfer sequence is communication efficient since mobile
nodes do not need to send the whole description of the multicast tree (e.g.,
node adjacency matrix). The size of Prüfer sequence is O(n), where n is the
size of multicast group. It can be proved that the complexities of Prüfer en-
coding and decoding algorithms are both in the order of O(n2). Based on the
Prüfer sequence multicast routing algorithm, the receiver makes a decision to
forward or drop the packets. Since an MBN node knows all its neighbors, it
can select the next-hop forwarding nodes.

5 Summary

In this paper, we present a secure group key management framework for hier-
archical mobile ad-hoc networks. Our approach considers 1) a security model,
2) a hierarchical group keying scheme using a key-chain approach, and 3) a
roaming protocol between host groups and home groups. Our framework is
suitable for ad-hoc network applications where the overall group population is
stable, the subgroup communication is frequent and highly dynamic, and the
mobility of a mobile node is not restricted within its communication range.
We propose the first solution for hierarchical mobile ad-hoc networks using a
modified Bell-La Padula model.
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