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Abstract— In current network routing domains, routing infor-  the additional cost of introducing confidentiality througtr
mation exchange usually lacks protection based on confideiatity.  extension into network routing is fairly moderate.
This makes network routing vulnerable to a variety of securty The rest of the paper is organized as follows. In section I

attacks. In this paper, we present a framework to provide t the trust relati d k tf K
confidentiality for a link state routing protocol. This fram ework We present the trust relation and key management framewor

involves creation of a trust structure among routers as well for a link state routing protocol. In section Ill, we present
as key management. Routing information is encrypted so that the extension proposed for OSPF. In section IV, we discuss

it can be accessed only by authorized routers. We present an the results of our performance assessment of a single router

implementation framework for our approach by extending Open ; ; ;
Shortest Path First (OSPF), a commonly deployed link-state ;’Ihnedigrt_lré?ugirgrE)OSEd scheme. Finally, in section V, we present

routing protocol. Based on our performance assessment, wete
found that the additional cost in implementing our scheme ha

h . Il. SECUREROUTING INFRASTRUCTURE
fairly moderate impact on the overall performance.

In order to provide confidentiality on routing information
|. INTRODUCTION generated by a router from a subset of routers, we need to
A key function of a link-state routing protocol is to ex-build up trust among network routers. The trust relationthwi
change information about link-status in a network. In mo&ther network routers helps a router to determine the nétwor
cases, this information is exchanged in a clear-text modggrvice level and trust level to which the received/trantedi
although authentication as an optional feature has been pi@uting information belongs. It also helps to build the secu
posed; for example, see RFC2154 [1] and RFC2328 [2]. &gy distribution relationship among network routers. When
the other hand, the issue of confidentiality of informatioR€twork trust relation needs to be rebuilt, the trust stmect
communicated during routing information updates has ng&n help reconstruct the trust relationship. In this papede
received much attention. Recently, for the most commonfpt discuss how to detect the network external intrusiorts an
used link-state routing protocol, OSPF, confidentiality haen insider attacks, we assume that there exists a system totdete
proposed in an Internet draft [3]; this confidentiality isopr intrusion, and we can rebuild our trust relations as needed.
vided through IPSec. This approach has two implementation!n [4], we have presented a secure routing framework. From
difficulties. First, multicast is often used by link stateuting an operational point of view, this framework requires the
protocols for flooding routing information; on the other ban following elements in the trust infrastructure an exampgle i
secure multicast of IPSec is still under development which $hown in Fig. 1):
itself a difficult issue that IPSec needs to conquer. Secondl) Certificate server/Policy server (CSPS): The CSPS is

IPSec provides only IP packet level authentication. Rejyin used in building trust (through distribution of keys or
solely on IPsec can still allow a subverted router to forge  key certificates) and distribute network security policies
routing information without being detected. within the network routing domain. There may exist

We have recently proposed a secure routing infrastructure  multiple CSPSs if routing domain is large.

that uses a link state routing protocol environment [4].Hist (2) Trust Group (TG): A TG is formed by a group of
paper, we present an overview of our approach. We discuss routers. Usually, we define routers within the same area
here the issue of confidentially in this approach and show how as fundamental TG members. For an extremely large
OSPF can be extended to incorporate this approach. Briefly, area, we can divided a TG into several smaller TGs.
our approach depends on building trust among routers using @) Trust Group Leader (TGL): A TGL is the representative
secure channel throughreany-to-many secure group keying of its trust group and takes trust actions for its group.
scheme [5]. We present OSPF-E which is an extension to The leader is at a higher level than its group members.
OSPF by incorporating encryption and extended information ~ There may be multiple TGLs for one TG. Some of these
We also present an analysis on the impact on network router’s TGLs may share responsibilities or act as backups. For
memory and Central Processing Unit (CPU) to show that example, in an OSPF routing domain, we may define the
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Designated Router (BDR) as the TGL.

(4) Multiple levels trust structure is built based on trust
relations among routers. In our example, routers withisn OSPF-E key numbering example is shown in Fig. 1
an OSPF area form the bottom level trust group, allhere both the TG and the keys are labeled by the dot
TGLs for each bottom level trust group form a logicahotation. The leading number stands for the top level of
higher level trust group, and so on. A trust group ithe group. Succeeding numbers following the dot represents
represented bylot notation, one level to another level in sub-group, sub-sub-group members, and so on. Thus, it can
descending order. For example, TGHJG(1.1) where be conveniently represented asot.group.sub-group.sub-sub-
the top level is represented by TG(*). group. ..

Utilizing .the securemany—to-many group _keymg scheme B. OSPF-E and LSA packet processing
presented in [5], a TGL can derive all possible subgroup keys i ) .
below its level. Each TG member can derive all subgroup !N order to incorporate the encryption/decryption process
keys within its level, in which the subgroup is involvesinto the LS Update packet process, the flow chart provided
Thus, the secureany-to-many group keying scheme makes itty Shaikh and Greenberg [8] for standard OSPF processing
convenient to fulfill all types of communication and to reducréquires modification. We present the new flow chart in Fig. 2

limitation, refer to [5] for technical details on the secumany- LS Update packet is received by a router. It can be observed
to-many group keying scheme. that on receiving an LS Update packet, the router processes

the LSAs contained in that packet one-by-one. It looks up the
I1l. OSPF-E LSA packet header to find at which level the key resides in. If
In this section, we discuss how to extend OSPF protocol tae key (the one used to encrypt the LSA) resides at a higher
OSPF-E that incorporates functionalities needed for thettr level than the router, then it simply bundles the LSA into the
structure described above. To achieve this, we use opagie LISS Update packet. If the key belongs to the same level or
option in OSPF; see RFC2370 [7]. An opaque LSA consiggwer, the router will either use its own key or generate the
of a standard LSA header followed by application specifigubgroup key to decrypt the LSA. Once the LSA is decrypted,
information; it provides a generalized mechanism to allow f it is checked for duplicates. Furthermore, OSPF-E updases i
future extensibility of OSPF. We introduce a key numberingS database for every new LSA it receives. The flooding of
scheme in order to identify the trust level of routers and tHeSA is similar to OSPF. It also needs to schedule the routing
key that has been used to encrypt routing information. VW@mputation module.
also include here processing of the LS Update packet whichBefore the router creates the LS Update packet to be sent on
is critical to the protocol. This section also includes tie¢ails its interfaces, it encrypts the information using varioeyx

of the LSA packet format that is being proposed. The choice of the encryption key for a particular LSA depends
] on the level of the router and also the scope of the informatio
A. Key numbering scheme as defined by the network policy. Once all the LSAs are

We usedot notation to present our key numbering schemeencrypted, they are bundled into the LS Update packet and
The dot separates the levels of the hierarchical key structuftooded through outgoing interfaces.



Tabl e | 1600 - :
Opaque LSA Header 15651 hash ——
l 31 1400
LS age Options | LSA Type
Ofype [ Pri EType Key 1D 1200
Advertising Router
LS sequence nunber
LS checksum | Length
LSA sub- header

1000

Size (KB)
©
3
8

Tabl e |1

Opaque LSA Sub- header 400 |

1 31
Format [ Levels (n) | Numof bits 200 |
Var 1~ 16 % (n — 1). . 00 50 1(;0 1;0 2(‘)0 2!30 32}0 3;0 400
Maximum subgroup size
SKey Ten | ... ) .
VarTEncrypted session Key ... Fig. 3. Memory requirement for key storage
Encrypted data
T (1) Format (16 bits): This field specifies what type of key

is used: it can be a Global/level/sub-group key or an
individual key.
C. OSPF opaque LSA (2) Levels @): This field represents the number of levels

Opagque LSA [7] provide three LSA types - type 9, type 10,  between the key used and the top level key.
and type 11. These three LSA types are used for advertisd3) Num of bits (16 bits): Based on our proposed master key
ment within a network, an area and an autonomous system scheme, this field specifies the number of concatenated
respectively. We define the opaque LSA format to provide  hash values. o .
confidentiality for each of these three types of advertisgme (4) Var 1 ~ 16« (n —1): This field identifies the location
In addition to these three types of opaque LSAs, we can define  Of the key in the hierarchical key structure. It contains
other types of opague LSAs for a particular usage, such as key ~Information of each level from top to th? point \Q/h_ere the
distribution LSA, routing control LSA, and so on. key is located ana is specified in the “Levels” field.

In our proposed scheme, authentication is at the LSA level(® SKey len (8 bits): This field specifies the length of a

The modified opaque LSA header is shown in Table I. session key when iF is used. , ,
. ) i o . (8) Var/Encrypted session key: The session key is encrypted
(1) Options: In RFC2370, “O” bit of option field is set in

Y P at the individual or global/level/sub group key. The
_the database description packet to indicate that the route_r length is variable which depends on the field "SKey len”.
is opaque capable. In the LSA's header, we use the S bit
in the same position to indicate that confidentiality is IV. PERFORMANCEASSESSMENT

provided. Any implementation of our proposed scheme would require

(2) LSA type (8 bits): Three types of Opaque LSAs argqgitional CPU usage at each router due to key generation,
already defined (type 9, 10 and 11), each of which hag,cryntion and decryption functionalities. In this seutiove
different flooding scope. We provide confidentiality foryn5yy76 the storage requirement and the new CPU processing
these three types. . overhead at each router in order to understand overhead

(3) OType (8bits): This field specifies the LSA type enpcrred. First, we have done a worst case analysis for both
crypted. Various OTypes are defined as follows: Ine storage complexity and the CPU time complexity. For
Router-LSAs, 2- Network-LSAs, 3- Summary-LSAspis work, we have extensively used the information avésiab
(destination to network), 4- Summary-LSAs (destinatiop, the form of benchmark [9] for speeds of various hashing
to AS boundary routers), 5- AS-external-LSAs. and encryption/decryption algorithms and the relevant dat

(4) EType (8 bits): The encryption type specifies the enanarted by Moy [10], [L1]. We have also benefited from
cryption/decryption method used, such as DES, 3DERgits and equations given by Shaikh and Greenberg [8], and
AES,andsoon. . by Basu and Riecke [12], in formulating our assumptions and

(5) Key ID (8 bits): This field specifies the type of crypto;, deriving our results.
graphic scheme used to encrypt a propagated LSA. Such

a scheme can be either shared key-, or public key-bas&d.Storage Requirement

(6) LSA sub-header: The LSA sub-header follows the the analysis by Moy [10] shows that a router with 2 MBytes
opaque LSAs header and identifies the encryRs memory is good enough to support 10,000 external LSAs
tion/decryption key that is used. (requiring 640 KB of memory space). In our scheme, apart

We also propose changes to the LSA sub-header (Tableflhm storing the LSAs, the router also needs to store a set of

which is discussed below: KGSs and a set of most frequently used keys. Now, if a routing
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) ) ) rotocol. Throughout our analysis, we assume that we have an
domain consists of N”” routers, then a simple approaCh_WOUICEptimal network architecture as defined by Aho and Lee [14];
lead to formation of 2 — 1” subgroups. Each router in theihis reduces the number of LSAs from oY) to O(V/3).
domain would need to store its own key, the global grougqever, before we delve further into the processing time
key and keys ofNalll the subgroups that it belongs to, leadipgyjirement at a router's CPU, we first introduce additional
to a total of 27" keys. Hence the storage complexityme factors in the equation given by Basu and Riecke [12].

grows exponentially with the number of routers in the rogtinTne time taken to process an OSPF-E packe) (s given by
domain. To avoid this extreme growth rate the dynamic keying

approach based on Hamilton cycle was proposed [5]. This — , _ { tph + U+ teup if LS Update packet
approach ensures that the storage complexity for eachrroute tph otherwise

grows quadratically with the biggest subgroup size in thgnhere 1, denotes the fixed time to process any OSPF-E
routing domain. . _ packet, similar to the approach in [12]. Her® tienotes the
Fig. 3 represents the storage requirement for hashing glimber of LSAs in an LS Update packet. Tifg, to process

gorithm that generates 128-bit (MD2, MD4, MDS5 [13]) and, single LSA in the LS Update packet is given by
160-bit (SHA-1, RIPEMD-160 [13]) key. It is advisable to

have a subgroup size equal to the size of an OSPF-E area. tup +1g +ta  if key belongs to lower level
This is because dividing an OSPF-E area into multiple groupgeup =  tup + ld if key belongs to same level
will generate a lot of communication overhead, since the 0 if key belongs to higher level

communication between two subgroup will have to be routgghere tup is the LSA processing time as defined in [12],
through the higher level routers. Moy's survey of vendorg s the time taken for deriving the lower level key, and
[11] states that maximum number of routers in a single arga js the time required for decrypting the LSA information.
in a real OSPF deployment is 350. But, if all the 350 nod&fe assume that the time required to find the level of the
are put in a single group, the memory required on each rou[@y used for encryption, by looking up the LSA header, is
to store the KGSs would be around 1 MBytes (Fig. 3). If thgccounted for in the fixed processing time. We assume that
area with 350 nodes is divided into three groups containigge processing time for an LS Update packet is the dominant
100 nodes and the last group consisting of the remaining fRtor. This assumption is made on the fact that there are
nodes, then the memory required to store all the keys by eaglyitional functions to be carried out with each LS Update
router reduce to around 100 KB or less. packet (Fig. 2). Basu and Riecke in their work [12] have
approximated the processing time for other packets (HELLO,
B. Router CPU Database Exchange, LS request and LS Ack) to 0; we make
Router CPU utilization is an important factor to considethe same assumption.
under our suggested framework. The analysis presented her8ince we have some information abay} [8], we present
is a high level analysis. From the flow chart in Fig. 2 ihere the new overhead introduced due to the two new time
can be observed that the extra complexity introduced irgo tfactors. In order to see how#t,” and “I xt4" varies with the
existing system is due to a) generation of the decryptiontifey number of nodes, we have used the benchmark for speeds of
decryption of LSAs while processing the LS Update packetarious encryption/decryption algorithm [9] provided hy &
and c) encryption of LSAs retrieved from the LS databasecurity firm. The benchmark is computed on a Windows NT
before bundling them into an LS Update packet for flooding. lsystem version 5.0, using a x86 processor. We assume that the
the worst case, there can b&®” LSAs contained in a single processor speed of the router is either similar or highen tha
LS Update packet, in a network &f routers running the OSPF x86. This assumption is valid since x86 processor speecgng
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from 12 MHz to 100 MHz, and the Cisco 7500 series router V. CONCLUSIONS AND FUTURE WORK
uses RSP2, RSP4+ and RSP8 whose internal clock speed i this paper, we present how to address confidentiality in
100 MHz, 200 MHz and 250 MHz, respectively. a link-state routing protocol. We present a framework on how

Fig. 4 represents plots for the CPU processing time utiliz&8 build a hlerarch|cgl trust structure. . .
by various hashing algorithm as the number of nodes incsease we r_10te that our introduced encrypt|on/decrypt|on opera-
We assume that for decrypting each LSA, the router is reduir ons will not change the normal operational behavior pesgb

to generate the subgroup key by using the the key manage phSPI;vzchFC 2t32t8); On:?/t:m?azt IS duettot computlatmnal
scheme proposed in [5]. overhead. Our next step will be to do a prototype implemen-

tation based on our proposed approach to explore feagibilit
Fig. 5 and Fig. 6 are plots to evaluate the performance gf such an approach.
various algorithms for encryption and decryption, respett.
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